


12:56 18.12.2020 1/119 full_manual_en

Quick start

After receiving your first ActiveGuard device, you can start using ActiveView. This quick start section
will walk you through some basic functionalities and give you some understanding of what the
application looks like and how it works.

Connecting your ActiveGuard

Make sure your device is properly configured to connect to the ActiveView server through your mobile
operator’s network. If in doubt, contact your administrator. Next, place a SIM card inside your
ActiveGuard (refer to the ActiveGuard user manual for details) and turn it on. Now you are ready to
start using ActiveView.

Verifying connection

When you start ActiveView, you see a login screen. Use your user name and password to log in to
the application.

Login

Password

ActiveView wiki - https://active-view.eu/


https://active-view.eu/doku.php?id=av_manual:device_configuration

Last update: 11:17 20.06.2013 wiki:ebook https://active-view.eu/doku.php?id=wiki:ebook

After successfully logging in, you are taken to the main screen. On the upper edge, there is the main
menu. You can use it to get to main application functionalities, such as Alarms, Events, Reports,
Management, Administration. In the upper right corner you can see your name. Click it to change user

settings, change your password or log out.

Reports Management admnistratiun|

Events |

Alarms |

Q&S active

Version 2.0.21-SNAPSHOT

Your ActiveGuard should have connected to the server by now. To see a list of connected devices,
choose the Management tab in the main menu and then select Devices. The Devices panel will open.

Find your ActiveGuard and double-click it to open its detail view.
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Name Type a Serial
No

2019-04-11 06:45:07; at; 0200063 0200063
2015-04-19 10:48:20; at; 0262520 at 0262520
2015-03-07 08:58:54; at; 0309100 at 0305100
[ 1-30of 3 ]

device

Name

Connection status

Signal strength

Battery level

Company

Site

Position

Remove

O %X

[ 2019-04-11 06:45:07; at; 0200063 |
I Ethermnet/GPRS l
24 l
(4110 mv ]
I Safe Home v l
l ]

l Apply “ Save “ Cancel I

Now you see two panels: the first one is the device list and next to it, on the right, there are details of
the selected device. This pattern is used across the whole application. Details of an object chosen in
one panel are presented in a new panel on the right. This way, you can open two, three or more
panels, with more and more details. If not all panels fit the screen, you can scroll them left and right,
by moving your mouse while holding the Ctrl key and the left mouse key. Alternatively you can click
on buttons on the left and right edges of the browser window (with < and > icons).

The device's details panel shows the connection status, signal strength and battery level of your

ActiveGuard.

When your device is connected to the server, it sends different kinds of events. Some of them are just
for technical purposes (e.g. TEST event). Other mean that an alarm occurred (e.g. PANIC event).

All events received by ActiveView are listed in the Events panel. Choose Events in the main menu to

open it.
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= x
'
avents
« Automatic refresh Exclude location |# Exclude tests Event types o 0 OI lDevice o 0 OI
Detected Occurrence Type Event data Device name Serial no
2019-04-25 10:2% 2019-04-25 10:38 201%9-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:28 2019-04-25 10:37 2019-04-11 06:45:07; at; 0200063 0200053
20159-04-25 10:28 2019-04-25 10:37 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:28 2019-04-25 10:37 2019-04-11 06:45:07; at; 0200063 02000563
2019-04-25 10:28 2019-04-25 10:37 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:27 2019-04-25 10:37 201%9-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:27 2019-04-25 10:37 2019-04-11 06:45:07; at; 0200063 0200053
20159-04-25 10:25 2019-04-25 10:35 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:25 2019-04-25 10:35 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:25 2019-04-25 10:35 2019-04-11 06:45:07; at; 0200063 0200083
2015-04-25 10:24 2019-04-25 10:34 201%9-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:24 2019-04-25 10:34 2019-04-11 06:45:07; at; 0200063 0200053
2015-04-25 10:24 2019-04-25 10: 34 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:24 2019-04-25 10:34 2019-04-11 06:45:07; at; 0200063 02000563
2019-04-25 10:24 2019-04-25 10:33 2019-04-11 06:45:07; at; 0200063 0200063
2015-04-25 10:24 2019-04-25 10:33 201%9-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:24 2019-04-25 10:33 2019-04-11 06:45:07; at; 0200063 02000563
2015-04-25 10:24 2019-04-25 10:33 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:24 2019-04-25 10:33 <0x=1722 2019-04-11 06:45:07; at; 0200063 0200083 -
[ 20 ‘ 50 ‘ 100 ‘ 200 ]

Now hit the Panic button on your ActiveGuard. You should see a PANIC event on top of the events list.

Use appropriate filters to display the events in detail: Skip LOCATION, Skip TEST, due to the type of
event or device.

When ActiveView receives a PANIC event, it generates an alarm. The Alarms tab in the main menu
should start blinking. Choosing it opens the Alarms panel.
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O %

Date[

J -

J |

Safe Home

05:28 Moja_firma MANDOWN
+ 1

10:25 Firma_t PATROLFAILED

obiekt_1t + 1156

06:35 Firma3 PATROLFAILED
obiekts + 3

06:10 Moja_firma PATROLFAILED
Mowy obiekt + 4

-

Acknowledged

Find PANIC alarm in the New section and double-click it. You now see the alarm’s details, including
its type (PANIC), time of occurrence and list of other alarms and events which occurred on the same

site.
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0O x
alarms

o x
alarm

2015-04-25
Date = v
[ )-( ) | ) © 2015
' Contact list empty
Safe Home
09:28 Moja_firma MANDOWN ha
18 Downing St, London
+1 e
10:26 Firma_t PATROLFAILED o Unknown site
obiekt_1t + 116
06:35 Firma3 PATROLFAILED
irma. 10:20 PANIC
obiekts +3
06:10 Moja_firma PATROLFAILED 10:28 CHECKPOINT
MNowy obiekt +4 -
Acknowledged
10:28 &=
10:28 CHECKPOINT
10:28 PANIC
10:27 PANIC
nina CHECKPOINT -
Add cnmmentl Acknowledge “ Mark as processed ” Close I

Adding a patrolled site

One of the main functions of ActiveView is the verification of guard patrols. To use it, you have to
define a patrol route.

Adding a company

Patrol routes are associated with sites. So first you need to set up data like the company, site and so
on.

Go to Management » Companies where you will be able to create a company representing your client.
Choose Create and set the company name. You can also fill in its address and additional information
(details). Now choose Save.
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O£ X

A Name

Address

Firmal

Firmowa 23, 11-111 Warszawa

Firma123

Testerska 1, 22-888 cos

Firma2

Tksinska 999, 33-333 Warszawa

Firma3

firmowal23 999-00 firmowo

Firma_t

Adres 7, 03-988 Warszawa

Jakas_Firma

Adresowo 2, 22-222 Warszawa

Moja_firma

Bronistawa Czecha 54 05-455 Warszawa

nowa_firma_00001

Safe Home

Nowowo 1/4

Test_Test

10 Downing St, London

ul. Testowal 00-999 Testowo

1-10 of 10

[ Create l
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= x
company.
plame [Safe Home l
I 10 Downing St, London
Details
Eaels key: value (one label per line)
Sites [1 ol
Devices [1 ol
Employees IO ol
Contacts Il ol
l Remove l l Apply “ Save ” Cancel I

This is an example of creating an object in ActiveView. You open a list and choose Create in the
bottom right corner. Then, in a new panel, you fill in the details (some of them are mandatory, some
optional) and choose Save. This creates a new object and closes the details panel. You could also
choose Cancel, which would close the panel without creating a new object. And you could choose
Apply, which would create new object, but leave the details panel open.

When you open details of an existing object (try it with the company you have just created), you get
the Apply, Save and Cancel options too. You also get a Remove option, which lets you remove the
object. All these options are always available in the same place, at the bottom of every details panel.

Adding a site

You have created a company, now you can create your client’s site. On the company details panel,
click Sites and then Create to create a new site. Fill in the name and address (optional) and save

changes.
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@ x O x ® x
Company @ SILES @ SILE
Addrese PT T ————— old Trafford ‘Sir Matt Busby Way, Manchester AT Sir Matt Busby Way, Manchester
Details Details
Esbels key: value (one label per line) jlimelzone I(UTC+2) Europe/Zurich "I
COmpanY lsafe Home I
Sites [1 0] Devices lo ol
Devices [l 0] Routes ll ol
Employees [o 0] Instructions [1 0] ]
Contacts [1 o] Contacts [1 ol ’
Notifications ls ol
[ apoy [ save |[ cance | [ 1101 ] [ oty | save |[ cancer |
The next step is to link your device to the client’s site. Open your ActiveGuard’s details (
Management - Devices) and choose the company and the site which you have created earlier.
g O£ X y Oox
devices i device
Name Type [, Serial hams [2019-04-11 06:45:07; at; 0200063 |
2019-04-11 06:45:07; at; 0200063 .
Connection status [Ethernet/GPRS l
2015-04-19 10:48:20; at; 0262520 at 0262520
Signal strength I14 l
2015-03-07 08:58:54; at; 0309100 at 0309100
Battery level l4110 — l
Company [ Safe Home v l
site l 'l
Position

IR

Remove

[homy [ save ][ cancer |

You now have a company, a site and a device linked to them. The only thing left to define a route are
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checkpoints (RFID tags).

Adding checkpoints

When you read a checkpoint with an ActiveGuard linked to a site, ActiveView automatically records it
and connects it with the site. Try reading some checkpoints and then select Management — Tags in
the main menu. Your new checkpoints should be on the list, connected with your client’s site. You can
open their details and change their names for convenience.

Verification of a patrol

To verify a guard patrol, you have to define a patrol route.

Defining a route

Open the details of your client’s site. You can do it either by finding the right company (Management
- Companies in the main menu), listing its sites and choosing the one you are looking for or by listing
all sites (Management - Sites) and choosing it there. On the site details panel, click Routes, and
then Create.

. o x 0% x o x
e F2 routes Fairoute

Name PP E— %) + Name Name [new_route ]
i dress Sir Matt Busby Way, Manchester e [simpte r)
| EEEE ISEfE Home ]
@y [Sefe Home ] Site (01d Trafford ]
Deviees o o Allowed devices [ v
Routes [1 o] Checkpoints l2 o]
Tnstructions [ o] Schedule [Every 1 days )|
: o) e |p 1

Trigger missed tag event l Immediately - ] |

Valid from I ] ,
Valid to I ]
Ignore from I ]

= | ]|
[ oty [ save || cance | [ 110f1 ] [ Awoy [ save | cancel |

Enter a name for the route. Then click Checkpoints to open the route’s checkpoints list. The default
route type is a simple route (that’s the one you are going to create). It means that a guard has a
defined amount of time to pass all the checkpoints on the route without any particular order. First,
enter the overall route time (route duration). Then click Add checkpoints, which opens a list of all
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checkpoints connected to the site. You can choose more than one row by “ctrl clicking” it. After
you have made the selection, choose Select.

roliey

Overall route time [min]

epl=e,

points

K2 checkpoints

I

No checkpoints selected. Click here or press "Add checkpoints” button to
select new route checkpoints.

‘ oOx
route
flame I new_route ]
Type I Simple v ]
ComPany ISafe Home ]
Site IOId Trafford ]
Allowed devices IAII v ]
Checkpoints [2 0]
Schedule IEVEW 1 days 0]
Additional wait period for tag Il ]
completion [minutes]
Trigger missed tag event I Immediately v ]
Valid from l ]
Valid to I ]
Ignore from I ]
Ignore to I ]
I Apply ” Save ” Cancel ]

lAdd checkpmms” Clear checkpmms]

[ Show recently added first ]

4 Name Company Site

0ld Trafford

Safe Home

new_tag2 safe Home 0ld Trafford

[ sae || cancel |

[ 1-20f 2 ]

Now choose Save on the route checkpoints panel. You have defined what a single patrol looks like.
The next step is to tell ActiveView when guards should perform patrols, i.e. define a schedule. To do

this, click Schedule on the route details panel.

Oox

LOULES!

Folies

Name

Type

Company

site

Allowed devices

Checkpoints

Schedule

Additional wait period for tag
completion [minutes]

Trigger missed tag event

Valid from

Valid to

Ignore from

Ignore to

Remove

O x J J x
SCHEUIC
Inew,route ] el [ Every X days v ]
IS"“"‘E : [rmeton [ vmero [ oy [ ) minsr [ oo
Safe Home
IOId Trafford I Hours
(a1 v
B o) L
IEVEW 1 days ol Periodicity 1 [days]
’ 1 ] Base date 2019-04-25
Set public holiday schedule 0]

’ Immediately v ] '
I I )
I I
I I
I I

I Apply ” Save ” Cancel I I Clear ] I Apply ” Save ” Cancel ]

The default schedule type is “every X days”. It means that, depending on the periodicity, guards
patrol a site every day, every second day and so on. On days when they do, patrols start at times you
define (e.g. at 9 am, at 1 pm and at 5 pm). For your first route, you can leave the default periodicity
and the base date of the schedule. You only need to fill in the hours list (it understands a 24-hour
clock, times separated by semicolons, for example: 11:30; 13:30; 15:30). Next choose Save on the

https://active-view.eu/
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schedule panel. You have named your route, chosen checkpoints and schedule, and then select Save

on the schedule panel.

Schadele brpe

| Every & dirys T ]

@ holiday schedule

Hodiday schisd il | on ¥ I

[1me"¢- D Time ta |:| mwary l:l minutes Catii il

lmm! from :' Tima to l:l L D manutes Cerscah I

oy

Hemara wlter redreght

Ox
- [rem_renae |
e = |
Company |:-Wr|mu J
Lo | et Trasfored |
Allaresd Sawicis |A' |
Checkpaiets B 0|
Schedue [Every 1 dmys 0|

additional wait period for tag [
complation [minutes]

Trigg g missad Lag Svark

Walid be

Hnoe o

|

3

—_ | J
|

J

|

I
Sanere from |
I

[CAm——

[ Apphy Il Saew I| Can(el]

Fanasaty 1 [devi]

Sturt hobdey st

em cain 115

[Fm' philic holiday schidui ﬂl

[ ce | [ ooy | sow | comel |

[ cear |

Coon ) see [ ores ]

Additionally, there is a form for holidays (both for weekdays and every X days). The user can define
the start time of the holiday in the path (the holiday lasts 24 hours). The holiday form opens together
with the main form, if holidays are active in this path, activation / deactivation of holidays is

performed on the main form.

Looking for alarms

Open the Alarms panel (Alarms in the main menu). Wait until a patrol starts (it depends on the
schedule you have defined). After the route’s duration, if the guard has not passed all checkpoints on

the route, an alarm pops up.
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dlafins gl
( _ - 2019-04-25
o I I o | N ;|
e | T

Safe Home

O [=]i{)e]

09:28 Moja_firma MANDOWN
18 Downing St, London
+1
10:26 Firma_t PATROLFAILED Unknown site
obiekt_1t + 115
06:35 Firma3 PATROLFAILED e PANIC
obiekts +3 )
06:10 Moja_firma PATROLFAILED 10:28 CHECKPOINT
MNowy obiekt +4 -
Acknowledged
10:28 S
T CHECKPOINT
T PANIC
10:27 PANIC
CHECKPOINT A

in-07

‘I commen |
Add cnmmentl

AcknoMedge“Mark as processed” Close I

These were the basics of ActiveView. Read the rest of the documentation to learn about all
functionalities, including alarm handling, e-mail and text message notifications, reports,

administration and more.
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Configuring the device

An Active Track device can be configured in two ways: by using a set of AGP3 cables or by sending
text message to the device's card number.

You can watch the video presenting how to configure the Active Track device:

How to configure the Active Track device

Upload device setting by mobile phone

Insert SIM card without PIN CODE to charged device then send text to it.
Example of message: 1111 SERVER=94.42.165.180 PORT=7407 APN=internet KILL

NOTE: APN depends on GSM provider. SIM card must have credit to connect server by GPRS.

Upload setting by GPRS transmitter configurator

- In order to configure a transmitter using the GPRS Transmitter Configurator, please download the
program from the website, after registering: http://www.ebssmart.com.
- Link device to PC like below. Panic button should flashing. Use AGP3 set plus R5232/USB adapter.

ActiveView wiki - https://active-view.eu/
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- Find the Serial Port number.
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Menedser urzadzen

Plik Akcja Widok Pomoc
e« @ HE =
v i@ hdtp13

» OF Karty graficzne
» [P Karty sieciowe
» Klawiatury

» [ Kolejki wydruku
» O Komputer

» iq Kontrolery diwigku, wideo 1 gier
» =@ Kontrolery IDE ATA/ATAPI
> S Kontrolery magazynu
» i Kontrolery uniwersalnej magistrali szeregowej
» [ Monitory
» 8 Mysz i inne urzadzenia wskazujace
~ & Porty (COMiLPT)
ﬁ Intel(R} Active Management Technelogy - SOL (COM3)
ﬁ MPort Communication Port 1(COMT)
ﬁ MPort Communication Port 2 (COMA4)
MPort Communication Port 3 (COM3)
fg Port komunikacyjny (COM2) |
» L4 Procesory
b o Stacje dyskow
» oo Stacje dyskow CD-ROM/DVD
3 Urzadzenia interfejsu HID
>
>

B Urzadzenia programowe
i3 Urzadzenia systemowe
» iq Wejscia i wyjscia audio

- Set up the Serial Port in GPRS transmitter configurator.
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| T—
#* GPRS transmitters configurator v.1.3.46.17 - = £2 |
- R————_ .

e, e, cm— am —

File  Operations Help

vro e vene[ele @

s — - - @ Llame'ters
RS$232 JGPRS | GSM Modem |
MNew connection
B b et -
Connection name SeralPoit5 i :n;us s=au 5]
3 pection attempts -
Part COM5 - f to backup server ! -
] [ ] [ y connect to primany server at first
Add Remove Remaove all
Connection name Port arameters
Diditus_com5 COM5
e cov —
7 COMY In subsequent 7 ) [
bmpts =
8 coma
pection attempts -
3 COM3 [ to primary server
cpx COomM5
10 COoM10 Ffter 300 &
11 ComM11
13 COoM13
12 CoOM12 |5 service code
-
13:06:08

- File out the Server address, Port and APN then press red arrow.
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= R |

e
File  Operations  Hel
Dl S AR S e @
Parameters Primary server parameters
Device mode [GFF{S ,] Server address 94.42.165.180

GPRS test time &0 B Server port 7407
[ - Interval between subsequent .
SMS mode after unsuccessful connection attempts [g]

attempts
) 0 P Mumber of connection attempts
(] SMStest time |:_m|n_ before switching to backup server

Server phone number | |

[] Send everts via SMS immediately [7] Aways try to connect to primary server at first

APN parameters Backup server parameters
Server address
[ v] D Server port

- Interval between subseguent
APN I intemet i connection attempts

Mumber of connection attempts

<5l

User (D before switching to primary server
User passward [/] Disconnect after 300 5
DNS1 Acgess
Service code 1111
DNS2 SIM card PIN 111
Type: Active Track | Sh: 300029 | Firmmware version: 2.2.2 | Hardware version: PGPSa3r2(4.3.2) 13:42:40

- Unplug adapter with cable. Insert SIM card. Remember to change PIN Code or remove it.

We configure Active Guard device in the same way, only we set different server port - 7409.
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Application interface

The ActiveView interface consists of panels. There are two main types of panels: lists and details.

List panel

Addwess

oo x

Firmoms T, 11-111 Warszsws

Testerpks 1, 23-008 o

Tepsfaion B9, 33-333 Warszans

frmowal23 §¥5-00 irmowo

Adren 7, 03-988 Warsrewa

Adrasows 1, 12-223 Waratewa

Bronmlama Ciacha 54 05-458 Warizawa

nsewa_Furrim_ 500

Hawmows 1/4

Sale Homs

15 Duwring St Landen

Test_Test

ol. Testewal DD-999 Testowo

A list panel contains the following elements:

- Rectangle icon (top right corner): expands or compresses the panel (switches between normal and

double size).

- Cog icon (top right corner): opens a menu with additional rarely used tools.

- Xicon (top right corner): closes the panel.

- List: single click selects a row (you can use ctrl and shift keys to select more than one row); a single
or double-click (depending on user settings) opens details; a click on a column heading sorts the
table by that column (or switches between ascending and descending sort order).

- “Pager” (bottom left corner): shows the current page of the list and allows switching between

pages.

- Create button (bottom right corner): allows creating a new item.

https://active-view.eu/

Printed on 12:56 18.12.2020



12:56 18.12.2020

19/119

full_manual_en

Details panel

@ - 0O x
& Mame Address Company

Wy oltikt ul. Chipdna 20 'Warszaws Mpga_firma
nawwy_obiekt_00001 Praypadiows 4/ 1 rawn_irme_00001
ol ekt abeekiows LL1 B0-000 Obebkiowes Jakas_Frme
lpiekt_LE adresoary §, 01-988 Warszawa Firma_t

ikt obeekiows Firmaz

olpiwkt_3J% sdresoary 7, 03-900 Warsaswe Firma_t
olsinkt_milgnowy Tasbersics 1, 33-8848 oo Firmal3}

ikt _t wdresowy 3, 03-968 Warszews Firma_t

Cid Trafford Sir Makt Buomby Wey, Mesctasber Safe Homa

test 52.2265M 21.15658 Tont_Teat

| Create

A details panel contains the following elements:

- Rectangle icon (top right corner): switches between basic and full details view (i.e. shows or hides

less important item details).

- X icon (top right corner): closes the panel without saving changes.
- Fields with item details: editable and read-only fields; clicking on fields with the “>"icon on the

right opens the sub-details panel (e.g. a list of routes associated with a site).

- More/Less: the same as the rectangle icon.
- Remove button: removes the item.
- Apply button: saves changes without closing the details panel.

- Save button: saves changes and closes the details panel.
- Cancel button: closes the panel without saving changes (the same as the X icon).
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Alarms

Alarms detected by ActiveView can be accessed through two lists:

- The alarms list: consists of current (not processed) alarms and is updated automatically;
- The alarms browser: allows searching for and browsing all alarms (current and processed) and is
refreshed on demand.

Both lists allow selecting an alarm and opening its details.

Processing alarms is considered the most important task for the ActiveView user. Therefore, when a
new alarm occurs, ActiveView notifies the user with sound and visual notifications.

Alarm life cycle

The alarms detected by ActiveView are grouped by sites which they come from. What this
documentation calls an alarm is in fact a group of alarms, which occurred in succession.

An alarm is always in one of the following states:

- new,
- acknowledged,
- processed.

When an alarm occurs and is detected by the application, it is in the New state.

If another alarm from the same site occurs, it is added to the existing one. The state does not change.
If, on the other hand, this new alarm is from another site, ActiveView treats it as a new alarm (it is
listed as a separated item).

When a user Acknowledges an alarm (by selecting a corresponding option), its state changes to
Acknowledged.

Now if another alarm from the same site occurs, it is again added to the existing one. This time
however, the state changes back to New. These state changes (from New to Acknowledged and back)
can occur any number of times.

When an alarm is in New or Acknowledged state, a user can mark it as processed (by selecting the
corresponding option). The alarms state changes to Processed and cannot be changed back (this is
the end of the alarm’s life cycle).

If one more alarm from the same site occurs, ActiveView treats it as a new alarm (it is listed as a
separated item, in New state).
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Alarms list

To open the alarms panel, select Alarms in the main menu.

O x
alaFms

— J - J | O

Moja_firma

10:41 Firma_t PATROLFAILED
obiekt_1t + 125
06:35 Firma3 PATROLFAILED
obiekts + 3
06:10 Moja_firma PATROLFAILED
Mowy obiekt + 4
05:50 nowa_firma_00001 PATROLFAILED
nowy_obiekt_00001 +31 0

Acknowledged

Safe Home
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The alarms panel contains the following elements:

- Filters: date and time of detection; alarm type. The X icon clears filters.
- New alarms list.
- Acknowledged alarms list.

Both lists are updated automatically, as soon as a new alarm is detected or alarms state changes.

Alarms in both lists are sorted first by priority (the most important alarms at the top) and then by the
time of detection by ActiveView (the oldest at the top of alarms with the same priority).

On both lists, there are the following data available for every alarm (from left to right):

- date and time of detection of the last alarm in the group (last alarm from the site);

- name of the company which the site belongs to;

- name of the site where alarms occurred;

- type of the most important alarm in the group (i.e. the most important not processed alarm from
the site);

- number of other alarms grouped with it (i.e. other not processed alarms from the site).

On the alarms lists, there is a context menu for an alarm available. It contains the following options:

- Acknowledge: the same as Acknowledge option in alarm details (see below); acts on all selected
alarms (possibly more than one).

- Mark alarm as processed: the same as Mark as processed option in alarm details (see below);
acts on all selected alarms (possibly more than one).

- Select all: selects all alarms in a list (new and acknowledged separately).

- Deselect all: deselects all alarms in a list (new and acknowledged separately).
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Alarm details

The alarm details view contains detailed information about the alarm. It also allows performing the
actions associated with it.
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Add comment...

Add comment ‘ Release ‘ Mark as processed Close

The alarm details panel contains the following elements:

- Type of the most important alarm in the group (i.e. the most important not processed alarm from
the site). The tooltip for the alarm type contains the ID of the alarm.

- State of the alarm.

- Date and time of detection of the last alarm in the group (last alarm from the site).
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- Site contacts: the most important site contacts name and phone number are visible. There are two

icons on the right:
- down arrow: shows additional contact details;
= right arrow: shows next contact linked to the site.

- Company name and address.

- Site name and address. Clicking on a site name displays its details panel in read-only mode. From
this panel you can, for example, see instructions and people connected to this site.

- List of not processed alarms from the site and other events which occurred since the first visible
alarm (sorted by detection date and time in descending order). Clicking on a row expands its details
(e.g. the device from which the alarm signal came).

- Comment text field (only New and Acknowledged alarms).

- Action buttons at the bottom of the panel.

The following actions are available:

- Add comment (only New and Acknowledged alarms): adds the text from the comment text field as
an alarm comment (user note). The comment is preceded by the name of the user who added it.

- Acknowledge (only New alarms): changes the state of the alarm to Acknowledged. A note “[user]
Alarm acknowledged” is added to the alarm history.

- Mark as processed (only New and Acknowledged alarms): changes the state of the alarm to
Processed. A note “[user] Alarm marked as processed” is added to the alarm history.

- Close: closes the panel.

- Switch time zone: to switch the time zone, click the date and time of alarm detection or choose a
corresponding option from the additional options menu under the cog icon (in the upper right corner
of the panel). This switches time presentation between local time zone (set in user settings) and site
time zone.

- Send text message: to send a text message, click the phone number of a contact person. The
“send text message” dialog box appears. There is a predefined message the user can change. The
character counter shows the number of messages to be sent (in brackets) and characters left until
there will be one more message needed. After the message is sent, a note with its contents is added
to the alarm history.

- Send e-mail: to send an e-mail, click on an e-mail address of a contact person. It will create a new
message in your default e-mail client, addressed to the contact person.

Displaying photographs from the AT Mobile application

If the user of the AT Mobile mobile application has sent a report with a photograph and a comment,
covered with a selected type, then after entering the “Alarm details” view, two new events will appear
on the list: NEW_PHOTO and CONTENT_READY.
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E] Renata Company

@ MNowy obiekt 1
— ) NEW_PHOTO

13:51

CONTENT_READY

13:48 GRS

13:48 :I PANIC

Add comment...

[mmedgellmkasprmssed

Close

After clicking on NEW_PHOTO, the list with detailed information on the report from the mobile

application will open.

@ Mowy obiekt 1

13:51 ) NEW _PHOTO

~

Device:
Reason:

Media type=:
Growp identifier:
Growp sine:

Comment:

Renata 2020-05-02 O7-04:21; atm; 14338837
ALARM

photo

3097B5T0BE

1

Entranc= no. 3

13:51

CONTENT_READY

- Device - device name and type;

- Reason - type of alarm indicating the reason for the sent report; available types: ALARM, ALARM
COMMENT, OBJECT DAMAGE, EQUIPMENT DAMAGE, PATROL PROBLEM, PATROL NOTIFICATION,
PATROL TASK, ADDITIONAL TASK, MANDATORY TASK, OTHER);

- Media type;
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- Group identifier;
- Group size;

- Comment - the text of the comment added to the report in the AT Mobile application;

After clicking the CONTENT_READY button to open the list, where, apart from the device name and
type and the identification number in the Content item, a link will be available to display the
photograph. Clicking on Click to see the photo will display a photograph taken from the AT Mobile

mobile app on the right.

dianm
ES

E] Renata Company

E MNowy obiekt 1
1351 ) NEW_PHOTO

132:51 :I CONTENT_READY

Chck to mee the photo

Dimvice: Renata 2020-09-02 OF:04:21; atm; 14336837
Group identifi=r:  3DSTESTIEG

Conte=nt:
13:48 GPET
13.48 :I PANIC

Add comment...

Close

|Addcoma1t| [Adwmvdedgel[h‘akasprocessed

Alarms browser

To open the alarms browser panel, select the Alarms browser under the Alarms tab in the main

menu.
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[ x
adialinNLHOWSEl
Detected [2013-04-25 00:00 ] - ] Tvoe (. 190
Updated [ ] [ ] Status :}
¥ Detected Updated Company Site Type Status
2019-04-25 10:24 2019-04-25 10:43 Safe Home PANIC Acknowledged
2019-04-25 09:27 2019-04-25 09:28 Maoja_firma MANDOWN New
2019-04-25 07:11 2019-04-25 10:44 Firma_t obiekt_1t PATROLFAILED New
2019-04-25 05:30 2019-04-25 D6:11 Maoja_firma MNowy obiekt PATROLFAILED New
2019-04-25 00:03 2019-04-25 06:36 Firma3 obiekts PATROLFAILED New
2019-04-24 16:00 2019-04-24 17:01 Test_Test test PATROLFAILED New
2019-04-23 13:45 2019-04-25 09:59 nowa_firma_00001 nowy_obiekt_00001 PATROLFAILED New
2019-04-23 05:20 2019-04-25 05:20 Moja_firma MNowy obiekt PANIC Processed
2019-04-22 18:35 2019-04-24 18:35 Firma3 obiekts PATROLFAILED Processed
2019-04-22 07:11 2019-04-24 07:11 Firma_t obiekt_1t PATROLFAILED Processed
2019-04-21 17:00 2019-04-23 17:00 Test_Test test PATROLFAILED Processed
2019-04-21 12:55 2019-04-23 12:55 nowa_firma_00001 nowy_obiekt_00001 PATROLFAILED Processed
2019-04-21 05:10 2019-04-23 05:10 Moja_firma Nowy obiekt PATROLFAILED Processed
2019-04-20 18:03 2019-04-22 18:03 Firma3 obiekts PATROLFAILED Processed
2019-04-1% 16:00 2019-04-21 16:00 Test_Test test PATROLFAILED Processed
2019-04-19 13:11 2019-04-21 13:11 Firma_t obiekt_1t PATROLFAILED Processed
2019-04-19 12:05 2019-04-21 12:05 nowa_firma_00001 nowy_obiekt_00001 PATROLFAILED Processed
2019-04-15 09:14 2019-04-21 09:14 Firma_t obiekt_2t PATROLFAILED Processed -

1-50 of 245

Alarms in the browser can be searched by the following criteria:

- date and time of detection by ActiveView;

alarm type;
- alarm status.

date and time of the last update;

The > button executes the search. The X button clears the search criteria.

Alarm notifications

ActiveView notifies the user about alarms in two ways. It changes the appearance of the Alarm tab in
the main menu and it plays sounds.

Alarms
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Both notification types have two stages: subtle and full.
Subtle notification means that:

- visual: the Alarms tab has a red background.
- sound: an alarming sound is played once.

Full notification means that:

- visual: the Alarms tab has a red background and is blinking.
- sound: an alarming sound is played constantly.

Alarm notification follows the following rules:

- any New alarms exist - full visual notification;

- any Acknowledged alarms exist, but no New - subtle visual notification;

- any New or Acknowledged alarms exist; the alarms list or alarm details are open (visible) - subtle
sound notification;

- any New or Acknowledged alarms exist; the alarms list or alarm details are not open (not visible) or
there has been no activity in the application for some time - full sound notification.
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Events

ActiveView receives different types of events from connected devices. If you need to verify that the
application receives the events it is supposed to, you can use the events list. To open it, choose
Events from the main menu.

| Alarms || Events | | Reports Management | | Administration |

. B %
vents
#| Automatic refresh Exclude location (¥ Exclude tests Event types 0 0 Q”Devme O 0 Q]
Detected Occurrence Type Event data Device name Serial no
2018-04-25 10:47 2019-04-25 10:57 2019-04-11 06:45:07; at; 0200063 0200063
2018-04-25 10:47 2019-04-25 10:57 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:47 2015-04-25 10:57 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:47 2015-04-25 10:57 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:47 2015-04-25 10:57 <0x>505 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:39 2019-04-25 10:48 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:25 2019-04-25 10:38 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:28 2019-04-25 10:37 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:28 2019-04-25 10:37 2019-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:28 2015-04-25 10:37 2015-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:28 2015-04-25 10:37 2015-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:27 2015-04-25 10:37 2015-04-11 06:45:07; at; 0200063 0200063
2019-04-25 10:27 2015-04-25 10:37 2015-04-11 06:45:07; at; 0200063 0200063
2018-04-25 10:25 2015-04-25 10:35 2015-04-11 06:45:07; at; 0200063 0200063
2018-04-25 10:25 2015-04-25 10:35 2015-04-11 06:45:07; at; 0200063 0200063
2018-04-25 10:25 2015-04-25 10:35 2015-04-11 06:45:07; at; 0200063 0200063
2018-04-25 10:24 2015-04-25 10:34 2015-04-11 06:45:07; at; 0200063 0200063
2018-04-25 10:24 2019-04-25 10:34 2019-04-11 06:45:07; at; 0200063 0200063
2018-04-25 10:24 2019-04-25 10:34 2019-04-11 06:45:07; at; 0200063 0200063
[ 20 | 50 | 100 ‘ 200 ]

Event types are distinguished with colours:

- grey - technical events (TEST, LOCATION, DISC);
- red - alarm events (events with ALARM role; see OSM events configuration for details);
- blue - other events.

For every event, two times are presented:

- Detected - date and time of the event detection by ActiveView;
- Occurrence - date and time of the event occurrence, recorded by the device.

The former can be later, if the communication between the device and ActiveView was interrupted.

Event data column contains information about additional data send by ActiveView. For READ events
this column displays name of the read tag. For the remaining events, additional data is decoded from
HEX to ASCII format. Only printable ASCII chars are presented. For example
48656¢c6c6f00776f726¢c6421 is displayed as Hello<00>world!, because 00 is not printable.

Above the list, there is the Automatic refresh checkbox. If checked, the list is updated
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automatically, whenever a new event occurs. If not, it is not updated at all.

The list shows the last 20, 50, 100 or 200 events (depending on the user’s choice).

There are the following filter options available:

- Exclude location - LOCATION events are not listed.

- Exclude tests - TEST events are not listed.
- Event types - if any event types are selected in the list, only these are listed. If there are no event

types selected, all are listed.

NOTE: If there have been only few events of the selected types recently, it is possible that the list is
shorter than the selected 20, 50, 100 or 200 rows (it can even be empty).

There is a context menu for an event available, with two options:

- Show device - opens the details of the device which has sent the event.
- Show tag [only for READ events] - opens the details of the read RFID tag.
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Reports

Historical information about alarms, patrols and other events is available in the form of reports. To
open available reports list, choose Reports from the main menu.

- W —

HEDP OIS

)| LE]

Events & Alarms

©)

Alarms

Alarms summary

B[]

J-b Patrols

Periodic reports

[

There are the following report types:

- Events and Alarms,
- Alarms,

- Alarms summary,

- Patrols.

Each report type can be generated on demand on the screen, in a printable format or to a CSV file.
Reports can also be generated automatically and sent by e-mail periodically.

Basic report features

Choosing a report from the reports panel opens a new panel with this report.
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Sl -peeny PATROLFAILED Firma_t obiekt_1t
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e PATROLFAILED Firma_t obiekt_1t
SRRl PATROLFAILED Firma_t obiekt_1t
0 e PATROLFAILED Firma_t obiekt_1t
R R PATROLFAILED Firma_t obiekt_1t
200 s PATROLFAILED Firma_t obiekt_1t
2019-04-11
A CALLME Safe Home 06:45:07; at; 0200062
: 0200063
2019-04-11
%3.149;}04'25 PANIC Safe Home 06:45:07; at; 0200063
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S PATROLFAILED Firma_t obiekt_1t
10:46
D e PATROLFAILED Firma_t obiekt_1t
s PATROLFAILED Firma_t obiekt_1t
Flitelieid PATROLFAILED Firma_t obiekt_1t ~
1 »

Every report panel contains filters (search criteria) and a table with report results.

To generate a report with data meeting the pre-set criteria, click the > button. To clear criteria, click
the X button.

Reports displayed on screen or generated in a printable format have a 1,000 record limit. It means
only the first 1,000 records meeting the criteria are shown. The limit does not apply to CSV files,
which always contain full results.

Like other lists, report results can be sorted by every column. Clicking a column heading sorts table
by that column or switches between ascending and descending sort order.

To generate the report in a printable format or in a CSV file (i.e. export the report), choose the
relevant option in the tools menu under the cog icon (in the upper right corner). There are two export
options:

- Print: contains the same data as the list on the screen, only the style is adjusted to printing.
- Export to CSV: the generated CSV file includes all visible columns and id columns for entities such
as companies, sites, routes, etc. and is not limited to 1,000 records.
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Events and alarms report

This report contains all significant events which had happened in the system. They can be divided into
the following categories:

- Informational events:

= events received from ActiveGuards, ActiveTracks and other connected devices (excluding TEST
and LOCATION events);

= patrol events such as PATROL_FINISHED, TAG_COMPLETED;

- workplace entry and exit events.

- Alarm events:

= alarms such as PANIC, received from ActiveGuards, ActiveTracks and other connected devices;

- Patrol failed alarm, generated by ActiveView based on user-defined routes;

- alarms caused by reading an alarm TAG.

- Events from the AT Mobile application:

- Apart from having functionalities in close solutions such as Active Track or Active Guard, the AT
Mobile application enables sending a report containing a photograph and a comment. The last
column in the NEW_PHOTO item contains the comment text attached to the report, while the
item CONTENT _READY contains the photograph. To display them, double-click left mouse button
on the event or right-click and select Show photo. A photograph from the AT Mobile application
will be displayed on the right.

The events and alarms report has the following columns:

- Detected - date and time when the event/alarm was received/detected by the system.

- Occurrence - date and time of the event/alarm occurrence.

- Type - type of the event/alarm.

- Device, Device s/n - device name and serial number. NOTE: Empty for patrol events/alarms which
are not associated with any particular device (all but TAG_COMPLETED).

- Company - company name. NOTE: Empty if the event/alarm comes from a device not associated
with any company.

- Site - site name. NOTE: Empty if the event/alarm comes from a device not associated with any site.

- Route - route name. NOTE: Filled only for events/alarms associated with patrols.

- Tag - tag name. NOTE: Filled in only for patrol events/alarms

- Guard name - guard name. NOTE: Filled only for events/alarms generated by a TAG read with a
device linked to a guard.

- Employee name - employee name. NOTE: Filled only for workplace entry and exit events.

- Alarm Group - if the event is connected to a site (e.g. comes from a device linked to a site) and
there was an alarm on the site, when the event was detected, Alarm group is the ID of that alarm.

- Comment - a comment to an alarm. NOTE: Filled only for COMMENT_ADDED events.

When a filter is defined (i.e. a search criterion for a column is set), records with a corresponding
column empty will not be returned.

ActiveTrack devices add position information to some of the events they send. This information is
available in the CSV format of the Events and alarms report. There is also an additional option in the
tools menu (under the cog icon), to show the currently listed events on a map. It opens a new browser
window with the trace of the device marked. All events form a single trace, so you should use the
Device filter in order to get meaningful results.

NOTE: Devices connected to ActiveView regularly send technical events, such as TEST. The events
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are not listed in the Events and alarms report by default. In the case of ActiveTrack devices, these
events can contain position information. In particular, there is the LOCATION technical event, which
only purpose is to inform ActiveView about the device's position. If you want these events in the
Events and alarms report (i.e. to be able to see them on a map), ask your ActiveView administrator.

Alarms report

This report aggregates basic information about alarms.
The alarms report has the following columns:

- Detected - date and time when the alarm was detected by the system.

- Processed - date and time when the alarm was processed. NOTE: Empty if it has not been
processed yet.

- Type - type of the alarm.

- Company - company name. NOTE: Empty if the alarm comes from a device not associated with a
company.

- Site - site name. NOTE: Empty if the alarm comes from a device not associated with a site.

- Device, Device s/n - device name and serial number. NOTE: Empty for Patrol failed alarms, because
they are not associated with any particular device.

- Route - route name. NOTE: Filled only for alarms associated with patrols.

- Status - alarm status (state).

- Processed by - name of the ActiveView user who processed the alarm. NOTE: Empty if it has not
been processed yet.

ActiveTrack devices can be configured to add position information to alarm events. This information is
available in the CSV format of the Alarms report. There is also an additional option in the tools menu
(under the cog icon), to show the currently listed alarms on a map. It opens a new browser window
with the trace of the device marked. All alarms form a single trace, so you should use the Device filter
in order to get meaningful results.

NOTE: This report does not group alarms by site, like the alarms list and alarms browser. Even if two
or more alarms from a single site were detected in succession, they are listed separately.

Alarms summary report

This report is based on the same data as the Alarms report, but the data are aggregated. The report
contains totals for every alarm type, for every company, site or device (depending on user choice).
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In the Alarms summary report, columns correspond to different types of alarms. Rows correspond to
companies, sites or devices, depending on the grouping chosen by the user in report parameters.
There is also a final row with totals for every alarm type (summary).

The alarms included in sums can by filtered by the following criteria:

- Detected - date and time when the alarm was detected by the system.

- Company - company name. NOTE: Setting this filter will exclude all alarms not associated with a
particular company (see Alarms report description for details).

- Site - site name. NOTE: Setting this filter will exclude all alarms not associated with a particular site
(see Alarms report description for details).

- Device - device name or device serial number. NOTE: Setting this filter will exclude all alarms not
associated with a particular device (see Alarms report description for details).

- Group by - possibility of grouping by company, site or device.

Patrols report

This report shows information about finished patrols (either successful or not).
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The Patrols report has the following columns:

- Patrol start - patrol start date and time.

- Company - the name of the company which the site where the patrol was conducted belongs to.
- Site - the name of the site where the patrol was conducted.

- Route - the name of the route which defined the patrol.

- Checkpoints [+] - the number of successful checkpoints (i.e. checkpoints passed on time).

- Checkpoints [-] - the number of unsuccessful checkpoints (i.e. checkpoints not passed on time).

Unsuccessful patrols are highlighted in red (i.e. the patrols with at least one unsuccessful checkpoint).

Periodic reports

Each report can be configured to be sent by e-mail. To open periodic reports list, select Reports -
Periodic Reports in the main menu.

ActiveView wiki - https://active-view.eu/



Last update: 11:17 20.06.2013 wiki:ebook https://active-view.eu/doku.php?id=wiki:ebook

- ) | 0 x
o) PEHOAICILEPOLTS

¥ Name Report type Period

weekly alarms summary Patrols

o D0

You can create a new periodic report and edit or remove an existing one.
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¥ Name Report type Period lweek]y alarms summary

weekly alarms summary

Email list

[ susan@safehome.com

Report type

-«

[ Patrols

Period

[ Weelk M ]
First day of the week l Monday v ]
Hours from 00:00 | to 23:59
Offset [days/hours] lg “ 0
CS5V separator l Comma M
Language [ English M
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-«

EE—— ) WS SRS | i) WD) SEEES ) W WD W

[ (UTC+2) Europe/Zurich
Valid from l

valid to l

Columns/Options l o Q e
Do not send if report is empty l off v
Logo [ wegwe A
Company [Safe Home

Route [

Site [

Company labels ‘

[ 1-10of 1 ] l Create I l Remove l l Apply “ Save “ Cancel l

Every periodic report has the following properties:

- Name - unique periodic report name. It allows you to find the report on the periodic reports list.

- E-mail list - recipients’ e-mail addresses, separated by commas.

- Report type - type of report to be generated.

- Period - time periods the report will cover. Choosing for example “Month” will result in a report
generated every month, covering the previous month.

- First day of the week [weekly reports only] - reports will cover 7 days from the first day of the
week. Choosing for example “Wednesday” will result in a report generated every Thursday, covering
last Thursday, last Friday, Saturday and so on until Wednesday (i.e. the previous day).

- Period first day [monthly, quarterly and yearly reports only] - reports will cover a month, a quarter
or an year from the “period first day” of every month/quarter/year (see examples below).

- Hours - the hours reports will cover every day (see examples below). Default values “from 00:00”
and “to 23:59” mean that reports will cover whole days.

- Offset [days/hours] - offset in days and hours from the end of the chosen period when reports will
be generated. For example: for a period of a week and offset 3 days and 8 hours, reports will be
generated every Thursday, at 8 a.m., and will cover time span from previous Monday to last Sunday.

- CSV separator - a character used to separate columns in generated CSV files. The default is the
separator character set in user settings.

- Language - language in which reports will be generated.

- Time zone - time zone in which periods will be calculated and times and dates in reports will be
displayed. The default is the time zone set in user settings.

- Valid from - reports will start to be generated after this date and time (see examples below).

- Valid to - reports will not be generated after this date and time (see examples below).
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- Columns - set of columns which will be included in report (default all columns).
- Filters - all filters applicable to the chosen report type, except filters by date and time (data for
periodic reports are filtered by date based on the selected periodicity).

E-mails with periodic reports contain report results in a printable format and in a CSV file (attached).
For periodic reports to work, a correct e-mail configuration is needed (see E-mail configuration for
details).

Example 1

You want a daily report, covering time span from 9 a.m. (inclusive) to 5 p.m. (exclusive), generated
after 3 a.m.:

- Period: Day

- Hours: from 9:00 to 16:59

- Offset: 0 days and 10 hours
- Valid from: empty (default)
- Valid to: empty (default)

Example 2

You want a weekly report, covering time span from Thursday to Wednesday every week and from 8
p.m. (inclusive) to 8 a.m. (exclusive) every day, generated every Friday, at 10 a.m.. You also want this
report to be generated only from 1 July 2014 to 31 December 2014:

- Period: Week

- First day of the week: Thursday
- Hours: from 20:00 to 7:59

- Offset: 1 day 2 hours

- Valid from: 1/07/2014

- Valid to: 31/12/2014

With this definition, you will get the following reports:

- The first one will be generated on on 1 July, at 10 a.m. It will cover time span from 8 p.m.
19/06/2014 to 8 a.m. 20/06/2014, from 8 p.m. 20/06/2014 to 8 a.m. 21/06/2014 etc., the last time
span will be from 8 p.m. 25/06/2014 to 8 a.m. 26/06/2014

- The second report will be generated on 4 July, at 10 a.m. It will cover time span from 8 p.m.
26/06/2014 to 8 a.m. 27/06/2014, from 8 p.m. 27/06/2014 to 8 a.m. 28/06/2014 etc., the last time
span will be from 8 p.m. 2/07/2014 to 8 a.m. 3/07/2014

- The same goes for subsequent reports.

- The last report will be generated on 26 December, at 10 a.m.

Example 3

You want a quarterly report, but with quarters starting on 9 February, 10 May, 9 August and 9
November (in the 40th day of each quarter):

- Period: Quarter
- Period first day: 40
. Hours: from 00:00 to 23:59 (defaults)
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- Offset: 0 days and 0 hours (defaults)
- Valid from: empty (default)
- Valid to: empty (default)

With this definition the first report generation date depends on when you create the definition. For
example:

- If the definition is created on 10 January, then:
= the first report will be generated on 9 February (around midnight). It will cover time span from 9
Decemeber in the previous year to 8 February in the current year;

- the second report will be generated on 10 May (around midnight). It will cover time span from 9
February to 9 May;

- ...and so on.
- If the definition is created on 1 April, then:
- the first report will be generated on 10 May (around midnight). It will cover time span from 9
February to 9 May;
- the second report will be generated on 9 August (around midnight). It will cover time span from
10 May to 8 August;
= ... and so on.
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Management

Most ActiveView functionalities rely on configuration of sites, routes, devices and so on. All these
entities can be managed in the Management section of the application. To open it, choose

Management from the main menu.
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There are several types of entities you can create and edit in ActiveView. You can read about
managing them in the following sections:

- Companies
. Sites
- Routes
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- Tags

- Devices

- Employees
- Guards

- Instructions
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Companies

Companies represent clients of the security agency which is the main user of the application. To open
the companies list, select Management - Companies in the main menu.

You can create a new company and edit or remove an existing one.

) 08X ® x
00 -1 o) - A

sOIMpanics sOInNpany

A Mame Address Name lsafe Home

Firmal Firmowa 23, 11-111 Warszawa il

Firma123 Testerska 1, 22-888 co$ 10 Downing St, London

Firma2 Iksiriska 999, 33-333 Warszawa

Firma3 firmowa123 999-00 firmowo Details

Firma_t Adres 7, 03-988 Warszawa

Jakas_Firma Adresowo 2, 22-222 Warszawa

Moja_firma Bronistawa Czecha 54 05-455 Warszawa Labels key: value (one label per line)

nowa_firma_00001 Mowowo 1/4 ’

Safe Home 10 Downing 5t, London

Test_Test ul. Testowal 00-99% Testowo Sites Il ol
Devices ID ol
Employees IO ol
Contacts Il ol

{ 1-10 of 10 ] l Create I l Remove I l Apply ” Save “ Cancel I

Every company has the following properties:

- Name - unique company name.

- Address

- Details

- Labels - a new company parameter. Enter the key, i.e. the name and the corresponding specific
value. Each label should be involved in the new line.

- Sites - displays the number of sites owned by the company. Clicking it opens a new panel with a list
of these sites, where you can manage them.

- Devices - displays the number of devices associated with the company. Clicking it opens a new
panel with a list of these devices, where you can manage them.

- Employee - displays the number of employees of the company. Clicking it opens a new panel with
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a list of these employees, where you can manage them.
- Contacts - displays the number of contacts from that company. Clicking it opens a new panel with
a contact manager, where you can browse, create, edit and remove contacts (see below).

Contact manager

The contact manager has two columns. On the left, there is a list of contacts. On the right, there are
the details of a chosen contact. With + and X buttons you can create and remove contacts.

You can fill the following details about each contact:

- name;

- first phone number;

- send text message notifications to the first phone number (checkbox labelled “!!1”);

- second phone number;

- send text message notifications to the second phone number (checkbox labelled “!11");
- first e-mail address;

- second e-mail address;

- password - used by the security agency to authenticate the person, e.g. over a phone;
- additional information.

If a contact is associated with a site and an alarm from that site is detected:

- contact details are displayed in alarm details,
- if sending text message notifications is turned on for any of the contact’s phone numbers, text
message notifications are sent.

NOTE: Changes to contact details are not saved until you save the whole company details.

Removing a company

When a company is removed, all of its sites (and all of their routes; for consequences see Removing a
route), employees and contacts are removed as well.

Links to devices are also deleted. The devices are not removed, but are not linked to any company or
site.

This does not affect past events or alarms. They are still available unchanged in the alarm browser
and in the reports.
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Sites

Sites represent buildings, areas and other places which the security agency supervises. Every site
belongs to a company. There are two ways in which you can open a site list:

- select Management - Sites in the main menu to open a complete site list (i.e. a list of sites of all
companies);
- click Sites on the company details panel to open this company’s site list.

In both lists, you can create a new site and edit or remove an existing one.

Ex o 0O $x o o x
-~ = =
[ company ©] 1 o] -
teme ’ Safe Home ] lame old Trafford
- old Trafford Sir Matt Busby Way, Manchester .
10 Downing St, London Sir Matt Busby Way, Manchester
Dets Company lsafe Home I
Devices IO ol
Labels key: value (one label per line) EDIE ’1 o]
Instructions ll ol
Sites l 1 o] Contacts ll ol
Devices lo o]
Employees lo o]
Contacts ll o]
[ Apply ” Save ” Cancel ] { 1-10f1 ] l Apply ” Save ” Cancel l

Every site has the following properties:

- Name - site name. It has to be unique within the company to which the site belongs.

- Address - site address (it can be shown on a map; for details see below).

- Details

- Time zone - the time zone the site is located in (see below). The default is the time zone set in user
settings.

- Company - the company to which the site belongs. It is set when the site is created and cannot be
changed later.

- Devices - displays the number of devices linked to this site. Clicking it opens a new panel with a list
of these devices, where you can manage them.

- Routes - displays the number of patrol routes defined for the site. Clicking it opens a new panel
with a list of these routes, where you can manage them.

- Instructions - displays a list of instructions which can be used to provide operator with information
on how to react in various situations (see Instructions for details).

- Contacts - displays the number of company contacts linked to this site. Clicking it opens a new
panel, where you can choose which company contacts should be linked to this site (see below).
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- Notifications - displays the number of types of alarms from this site which will generate text
message notifications. Clicking it opens a new panel with a list of alarm types, where you can tick
the ones you want notifications for.

Site time zone

Site time zone affects the following functionalities:

- route schedules are expressed in site time zone (see Schedule for more information on route
schedules);

- on the alarm details panel you can switch between site and browser (user) time zone (see Alarm
details for details);

- alarm detection time in an e-mail on alarm is expressed in site time zone (see E-mail on alarm for
details).

Site contacts

The contact linking panel has two columns. On the left, there are contacts of the company to which
the site belongs. On the right, there are contacts linked to the site. You can link contacts to the site
either by dragging them between columns or by using < and > buttons.

Site contacts are presented in alarm details. They are listed in the order set in the site contact list.
You can reorder contacts either by dragging them up and down or by using up and down arrow
buttons.

Site on a map

If the site address if filled, there is a map option available (a button with a compass rose icon to the
right from the name field). Choosing it opens a new panel with a map showing the site location (if the
map server is able to locate the address). Above the map, there is an option to select the site location
on the map. If you turn it on and click anywhere on the map, the application will insert latitude and
longitude of that place into the address field. NOTE: Selecting a location on the map is available only
if Google Maps are set as the maps provider.
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Removing a site

When a site is removed, all of its routes are removed too (for consequences, see Routes: Removing a

route).

Links to devices, tags and contacts are also deleted. The devices, tags and contacts are not removed,
but are now linked only to the parent company.

This does not affect past events or alarms. They are still available unchanged in the alarm browser

and in the reports.
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Routes

Routes are what guards follow when they patrol sites. Every route is defined for a single site (it cannot
cover more than one site). There are two ways you can open a route list:

- select Management - Routes in the main menu to open a complete route list (i.e. a list of routes for

all sites);
- click Routes on the site details panel to open this site’s route list.

In both lists, you can create a new route and edit or remove an existing one.

@;]:a; nex @;]:a o :;LJ‘:’:;‘ nex

4 Name Address Company Name old Trafford [ 4 Name |

Nowy obiekt ul. Chiodna 20 Warszawa Moja_firma Address ‘newﬁroule
Sir Matt Busby Way, Manchester |

nowy_obiekt_00001 Przypadkowa d/1 nowa_firma_00001

obiektl obiektowa 111 00-000 Obiektowo Jakas_Firma

obiekt_1t adresowy 6, 03-988 Warszawa Firma_t Company

l Safe Home ]

obiekt2 obiektowa Firmaz

Devices
obiekt_2t adresowy 7, 03-988 Warszawa Firma_t lU 0]
obiektd Firmaz Routes ll o]

obiekts Firmal .
Instructions ’1 0]

L o)

obiekts vuuy Firma3

Contacts

Testerska 1, 22-888 cos Firma123

usby Way, Manchester

52.2265N 21.1566E

(oo [ oo [ )| |00 00

Every route has the following properties:

- Name - route name. It has to be unique within the site the route is defined for.

- Type - route type: simple or advanced (see Route definition (checkpoints) below). It is set when the
route is created and cannot be changed later.

- Details

- Company - the company to which the site for which the route is defined belongs. It is set when the
route is created and cannot be changed later.

- Site - the site for which the route is defined. It is set when the route is created and cannot be
changed later.

- Checkpoints - displays the number of checkpoints the route consists of. Clicking it opens a new
panel with the route’s definition (see below). You have to choose a company and a site first,
because a route consists of checkpoints from a particular site.

- Schedule - displays the type of schedule defined for the route. Clicking it opens a new panel where
you can change the route’s schedule (see below).

- Path validity framework dates - the range of dates in which the path will be active. Possibility of
setting the range when the path is inactive. By default, the fields are not filled in and the path is
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valid from creation to infinity. The route can be defined earlier, but it will be valid only from “from”
and “to” the entered date. You can also temporarily disable the path by defining dates in the
“Ignore from” and “Ignore to” fields.

Route definition (checkpoints)

There are two types of routes:

- Simple - a guard has a defined amount of time to pass all checkpoints of the route without any
particular order.

- Advanced- a guard has to pass checkpoints in a defined order, at defined moments in time and for
each failed TAG there is a separate event (TAG MISSED, PATROL FAILED).

Simple route

Simple route is a set of checkpoints. A guard has a defined amount of time to pass all of them,
without any particular order. See Patrol failed alarms below, for details on patrol completion and
failure.

Simple route’s definition consists of:

- an overall route time (route duration),

- a list of checkpoints; for every checkpoint there are the following fields and options:
> name (read only),
= X button - removes the checkpoint from the list.

. ox . ) | . . x . | . 0O x
p - - Nacls ~ ey el g e
route route checkpoints 0 checkpoints
e Inew_mute ] @vaeloe i Gt (i [10 I [ Show recently added first ]
Type I Simple v ] A Name Company Site
Company Isafe Home ] new_tag Safe Home old Trafford
o new_tag2 Safe Home old Trafford
e IOId Trafford ]
Allowed devices IA" v ]
Checkpoints I2 0]
Schedule IEVEW 1 days 0]
Additional wait period for tag I T ]
completion [minutes]
Trigger missed tag event
Immediately v
. I ] No checkpoints selected. Click here or press "Add checkpoints” button to ]
Valid from I ] select new route checkpoints.
]
Vvalid to I ]
Ignore from l ]
Ignore to l ] N
[ oy ][ save |[ cancel || |[Add checkpoints ]| Clear checkpoints| [ save || cancel | { 120f2 ]

Below the checkpoints list, there are options to clear the list and to add new checkpoints. Choosing
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the latter opens a list of all checkpoints connected with the site. You can select one or more (using
ctrl and shift keys) and then choose Select to add them to the route.

NOTE: Saving a route definition (checkpoints list) does not mean it is stored in the database. You
have to save the whole route to make any changes permanent.

Advanced route

Advanced route is a list of checkpoints. A guard has to pass each of them at a defined point in time.
See Patrol failed alarms below, for details on patrol completion and failure.

Advanced route’s definition consists of a list of checkpoints. For every checkpoint there are the
following fields and options:

- name (read only);

- checkpoint time - the time from the beginning of a patrol, when the checkpoint should be passed
(in minutes);

- time tolerance - number of minutes before and after the checkpoint time, when the checkpoint
can be passed without causing an alarm. The minimum tolerance is 1 minute.

- X button - removes the checkpoint from the list.

, @ % ) . | . ) x ) | - 0Ox
- - b 2y el by - Vol le o
route route checkpoints 0 checkpoints
flame (new_advanced ) Chiecpuintslzoi [© Automatically sort by time ] { Show recently added first ]
Trpe [Advancad v ] T [ & Name Com| i |
- pany site
new_tag2 1
s B e ] o]
| S T )-J0]
i
Company [Safe Home ] =
-
Site [Old Trafford ] -
Allowed devices [A” . ] =
-
Checkpoints [7 o] z
Schedule [., 0] =~
-
Missed tag event [ PATROL FAILED - ] —
“Failed to start’ threshold [minutes] [ ] =
Additional wait period for tag [ 1 ] =
completion [minutes] e
Trigger missed tag event (mmediately 7] — N
-
Valid from [ ] ~
-
valid to [ ] ~
Ignore from [ ] i
Ignore to [ ] —
~
-
-
I Apply ” Save ” Cancel ] [Add checkpmms“ Clearcheckpmmsl l Save ” Cancel ] [ 1-20f 2 ]

Below the checkpoints list, there are the same Clear and Add new options as in the simple route
definition panel (see above).
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The Tag Missed event type applies to the unrepeated tag. It does not cause an alarm.
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SLA is a percentage threshold of passed checkpoints. This feature allows you to specify how many
percent of tags can be omitted from the path for the patrol to complete. It is valid only for advanced
routes.

The Failed to Start alarm event determines how many minutes after the start of the route until the
first tag is not reflected, the route will receive the FAILED TO_START status.

Schedule

There are two types of route schedules:

- Every X days - patrols start at defined times (e.g. at 9 am, at 1 pm and at 5 pm) every day, every
second day and so on (depending on the periodicity).

- Days of the week - patrol start times are defined for every day of the week. Every week, patrols
start at the same time on particular days of the week.

All times in a schedule are expressed in the site time zone (see Sites for more information on site time
zone).

The Every X days schedule has the following fields:

- Hours - semicolon-separated list of times when patrols start (expressed in a 24-hour clock, for
example: 11:30; 13:30; 15:30). These times refer to the dates resulting from the chosen periodicity.

- Hours after midnight - semicolon-separated list of times when patrols start after midnight
(expressed in a 24-hour clock, for example: 1:30; 3:30; 5:30). These times refer to the days after the
dates resulting from the chosen periodicity.

- Periodicity - 1 means every day, 2 means every second day and so on.

- Start date - the basis to calculate the dates when patrols occur. For example periodicity 3 and
start date 31.12.2012 result in patrols on the 31.12.2012, the 3.01.2013, the 6.01.2013 and so on.

i Oax . o x x
r;-uza; r:,u[a schedule
A Name Name [new,mute I Schedule type [ Every X days - ]
T =
Cwe {Slmp‘e '} [Timefrom C] Time to C] every C] minutes Generate
ompany Safe Home
Ste lold Trafford ] (s
Allowed d» l Al . I
& Hours after
[2 o] SR
lEvery 1 days ol periodicity 1 [days]
l I Base date 2019-04-25
1
Set public holiday schedule o]
l Immediately v I
ali l I
Valid ts ’ ]
Ignore from ’ ]
Ignore t l I
l Apply ” Save ” Cancel I l Clear ] [ Apply ” Save ” Cancel ]
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In the bottom left corner of the panel, there is an option to clear Hours and Hours after midnight fields.

Above the schedule fields, there is an automatic times generator. You set time when you want patrols
to start (Time from), time when you want them to end (Time to) and how often you want a patrol (
every ... minutes). After you choose Generate, generated times are appended to Hours and Hours
after midnight fields. The latter is used when Time from is later then Time to.

The Days of the week schedule has a times list for every day of the week (semicolon-separated,
expressed in a 24-hour clock, like Hours in the Every X days schedule).

: O4x . = % x
routes route [B)ischedule
[+ Name | Name lnew,advanced ] Sehedule type I Days of the week v
| new_route | -
B ’Advanced v ]
Monday Time from | 10:00
Details Tuesday
Wednesday Time to 18:00 | every minutes
Thursday
Friday
saturda
Sits
e lOId Trafford ]
10:00; 10:50; 11:40; 12:30; 13:20; 14:10; 15:00; 15:50; 16:40;
Allowed devices l Al Y ] Monday 17:30;
Checkpoints [7 0]
: I Tuesday
Schedule [_, 0]
missed tag event [TaG misseD 3 "
SLA % 10:00; 10:50; 11:40; 12:30; 13:20; 14:10; 15:00; 15:50; 16:40; ’
’ ] Thursday 17:30;
“Failed to start’ threshold [minutes] l ]
Friday
Additional wait period for tag ll ] N
completion [minutes]
Trigger missed tag event l [mmediately . ] Saturday
i 10:00; 10:50; 11:40; 12:30; 13:20; 14:10; 15:00; 15:50; 16:40;
valid from l ] Sunday 17:30;
Valid to l ]
Set public holiday schedule 0]
Ignore from l ]
Ignore to l ]
1101 [ ooy ][ save |[ cance || [[ ciear | [ Amoy ][ save || cance |

The clear option at the bottom and the automatic times generator at the top are also available.

In the times generator, you can choose days of the week for which the generated times will be
appended. If Time from is later then Time to, times after midnight are appended to the next day of
the week.

Patrol failed alarms

ActiveView generates a patrol failed alarm if a guard does not pass a checkpoint he/she is supposed
to. When exactly a guard should pass a checkpoint depends on the route type, definition (checkpoints
list) and schedule.

For a simple route, every time a patrol starts according to schedule, a guard has the “overall route
time” to pass all the checkpoints. If he/she passes them before that time, the patrol is considered
completed. If he/she does not, a patrol failed alarm is generated after the “overall route time” from
the patrol’s start.

For an advanced route, every time a patrol starts according to schedule, a guard has to pass all the
checkpoints at defined times.
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If he/she passes the first checkpoint after checkpoint time minus time tolerance, but before
checkpoint time plus time tolerance from the patrol’s start, nothing happens. If he/she does not, a
patrol failed alarm is generated (after checkpoint time plus time tolerance from the patrol’s start).

The same goes for all the checkpoints of the route. Every checkpoint not passed on time generates an
alarm.

Right after a guard passes the last checkpoint on time (in checkpoint time +/- time tolerance), the
patrol is considered completed.

Removing a route

When a route is removed, all future patrols resulting from its schedule are cancelled. However, patrols
which have already started, continue (i.e. will result in alarms if checkpoints are not passed on time).
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Tags

RFID Tags play an important role in ActiveView. They are used as checkpoints which make up routes.
RFID Tags can also be treated as people identifiers and action triggers.

There are two types of tags: normal tags and virtual tags. Normal tags are just ActiveGuard devices.
Virtual tags are checkpoint tags, which are not connected to any device - they represent area or
action to be performed on path. While normal tags are checked by with an ActiveGuard, virtual tags
are checked either by entering some area or automatically.

To open the tags list, select Management - Tags in the main menu. From there, you can edit or
remove tags. The list is updated automatically, so you will see new tags without reloading it.

New tags are added to the system when you read them with an ActiveGuard for the first time. The
default tag type is checkpoint. If the ActiveGuard you used is linked to a site, the read tag is
automatically connected to the site.

New virtual tags can be added by simply using “Create” button.

‘ e gy ‘ i o~
e || - e ||
V| ool A=y
. . Name
Show recently added first Tag type: | All types v new_tag
Company
2019-02-14 13:13:49; Ox7FO03DEGTE Firmal “ Safe Home M
: Site

2015-02-14 13:13:56; 0x0D002BDO7E Firma2 [ old Trafford v ]
2015-04-23 10:34:32; Moia fir
Dxﬁ2436[)504[]?938474?755935425A354F?D7D416E644B4E435A366FBD 12 Tag type N
2019-04-23 10:34:41 Moia fir Checkpoint v
Dx524F 54354 CA4 56603246645 76478336 765613 16E5A472F444168413D 13
2015-04-23 12:31:36; 0x30 Moja_fil Mode [ Command v ]
2015-04-23 12:32:37; T -
0x84544B6D4E30352B5A5451677A4F345757 506 E6E673373796A69343D - end to B )
e e —— [ Device executing the path v ]
2019-04-23 12:42:04; 0x3134 Moja_fil
2019-04-23 12:50:35; Dx393636 Moja_fir Eommer [ ]
2015-04-24 09:58:57; Moia fir
0x?2453852624558684!—79524165564152356673764E46542F34783530 13
2015-04-24 09:59:0 Moia fir
0x453B36574Dec5s455037sAs7432F?s4174725879424F55584174453D 1a_
2015-04-24 10:06:15; Moia fir
0x343A4B5B512BEE303072683230515A576C347174733568324E6638504830 | 913
2019-04-24 10:45:29; OXxEBFE7DFFFE Moja_fir
2015-04-24 11:45:04; Safe Ho
0x343A76455868546C646F51657855386333633947415A4975513845515130
2015-04-24 11:53:57; 0x3434 Moja_fil
21 Firma_t
22 Firma_t
23 Firma_t
24 Firma_t
25 Firma_t
26 Firmalz
27 Firmalz
28 Firmalz
29 Firmalz
5; 2018-04-23 12:34:42 Moja_fir
new_tag
new_tag2 Safe Hom

»
[ 1-50 of 68 ] l Create I l Remove I l Apply ” Save ” Cancel I
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You can filter the tag list by type. You can also tick the Show recently added first option. It will sort
the tags by addition date and time in descending order. When you read new tags to add them to
ActiveView, the option makes finding them easier.

irsshiin [2:::19-::12-14 13:13:49; ux:-'ru:u:u:u:u:ﬁl
e [ 0X7FO03DEGTE ]
Tap type [ Chieckpoint ¥ I
Company l safe Home . I
Site [ - I

I Apphy I[ Save ]I Cancel I

Every normal tag has the following properties:

- Name - unique tag name. When the tag is first read, it is added to the system under a name in the
following form: <date and time>; <RFID>

- RFID (read only)

- Tag type - determines the effects of reading the tag.

There are the following types:

- Checkpoint - it can be used in a route definition. You can choose a company and a site it will be
connected with (only a checkpoint connected with a site can be a part of a route). If a checkpoint is
indeed a part of a route, it cannot be deleted.

- Alarm tag - reading an alarm tag generates an alarm. You can choose the type of alarm that will be
generated.
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- Guard identifier (e.g. guard badge) - reading a guard identifier with an ActiveGuard will
automatically link it to the guard (if this function is turned on in the device’s settings). You can
choose the guard the identifier is assigned to.

- Employee identifier (e.g. employee badge or fingerprint template) - when an employee identifier is
read with an ActiveGuard in the “enter work mode”, a workplace entry event is recorded. When it is
read with an ActiveGuard in the “exit work mode”, a workplace exit event is recorded. These events
can be listed in the Events and alarms report. You can choose a company and the employee the
identifier is assigned to.

- Disconnecting from site - reading a tag of this type with an ActiveGuard linked to a site will delete
this link (if this function is turned on in the device settings).

- Enter work mode - reading a tag of this type with an ActiveGuard will switch it to the “enter work
mode” (if this function is turned on in the device settings).

- Exit work mode - reading a tag of this type with an ActiveGuard will switch it to the “exit work mode”
(if this function is turned on in the device settings).

- Disable enter/exit work mode - reading a tag of this type with an ActiveGuard will switch it to the
normal mode, i.e. neither the “enter work mode” nor the “exit work mode” (if this function is turned
on in the device settings).

All virtual tags are of checkpoint type. There are two types of virtual tags:

- Area tag - this tag is checked when ActiveTrack enters some specified area (circle defined by
center and radius). The area tag only works when it is added to the path.

- Command tag - this tag is checked automatically. When it is checked, a command is send to
devices (either the device executing the path, all devices in a site or all devices in a company).

Area tag

Area tag is a virtual tag, because it represents an area (only circle) rather then an real tag. It is also
checkpoint tag, because it can be used in routes just like any normal checkpoint tag.
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Area tags have the following properties:

- Name,

- Position - defines center of the circle,

- Radius - defines size of circle,

- Events - list of events, which can be send from ActiveTrack

Area tag is checked when ActiveTrack, while being in the specified circle, sends the message, type of
which belongs to the specified list. Position of ActiveTrack is determined using GPS coordinates.

Position of the are tag can be specified in one of two ways. You can enter GPS coordinates directly
into Position text box. Alternatively, you can click on the button with Compass rose next to the radius
text box. This will show you the map. Now you can specify the position by placing marker in the
desired place.

Command tag

Command tag is a virtual tag, because it does no represent an real tag. It is also checkpoint tag,
because it can be used in routes just like any normal checkpoint tag.

https://active-view.eu/ Printed on 12:56 18.12.2020



12:56 18.12.2020 61/119 full_manual_en
Y JEaGE ®) i
Al S =
=i =
. MName
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2015-04-24 10:45:29; 0xEBFE7DFFFE Moja_fir
2015-04-24 11:45:04; Safe He
0x343A78456B6B546C646F51657855386333633947415A4875513845515130 [
2019-04-24 11:53:57; 0x3434 Moja_firmz
21 Firma_t
22 Firma_t
23 Firma_t
24 Firma_t
25 Firma_t
26 Firmalz3
27 FirmalZ3
28 FirmalZ3
29 Firma1z3
5; 2015-04-23 12:34:42 Moja_firmz
new_tag Safe Home
nowy_punkt_kontrolny Moja_fir
»
[ 1-50 of 67 ] I Create l l Remove l l Apply ” Save ” Cancel I

Command tags have the following properties:

- Name,
- Send to - specifies to which devices is the command send.
- Command - command which is send.

Command tag is checked automatically. For example, if definition of a route states that command tag
should be checked between 10th and 12th minute after route is started, the command tag is
automatically checked in 10th minute.

Once command tag is checked, the specified command is send to the chosen devices. Any command
can be entered and sample commands are prompted below the Command text box. Command can be
send to:

- device executing the path, which is the last device used on this path,
- all devices from the site, to which this command tag belongs,
- all devices from the company, to which this command tag belongs.

Additional actions

Furthermore there is a context menu for tags on the tags list. The following actions are available on
tags:

ActiveView wiki - https://active-view.eu/



Last update: 11:17 20.06.2013 wiki:ebook https://active-view.eu/doku.php?id=wiki:ebook

Edit selected - opens tag details. If more than one tag is selected, the name and the RFID fields
are hidden and the other tag properties are changed in all the tags at once.

Remove selected - removes all selected tags.

Select all - selects all tags on the current page.

Deselect all - deselects all tags.
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Devices

You can connect different devices to ActiveView, and the most important devices are: standard
version of the Active Track device, the Active Track Mobile application in the mobile version and the
Active Guard device. To open a list of all devices, select Management - Devices in the main menu.

O & X
-
dEeVvices
Name Type a Serial
Mo

2019-04-11 06:45:07; at; 0200063 at 0200063
2019-04-1% 10:48:20; at; 0262520 at 0262520
2019-03-07 08:58:54; at; 0309100 at 0305100

In this list, you can see the current state of all devices (updated automatically, without reloading the
page by the user):

. connection status:

: Ethernet/GPRS
‘ SMS

’ EDisconnected
- signal strength (no information when the device is disconnected, dimmed when the status is out of

date);
- battery level (no information when the device is disconnected, dimmed when the status is out of

date).

NOTE:Device configuration should have selected additional data.
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Gpmﬁnmfumu
File  Operations | Custom | Help
Dl SN S @ @

Additional data |

-

Fortest event

Power status

G5M status

GSM signal level quality
Movements activity
Battery voltage
Location

For other events

Power status

GSM status

GSM signal level quality
Movements activity
Battery voltage
Location

Type: Active Track | SM: | Firmware version: | Hardware version: () 12:23:10

You cannot create a new device yourself. It has to be assigned to you by an ActiveView administrator.
Then you can edit or remove the device.
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Name Type | serial KEmG 2019-04-11 06:45:07; at; 0200063 |

2019-04-11 06:45:07; at; 0200063 0200063 Type [at ]

2015-04-19 10:48:20; at; 0262520 at 0262520 Serial No IOZODOG?’ ]

2015-03-07 08:58:54; at; 0309100 at 0309100
Connection status IEthemet/’GPRS ]
Signal strength I99 I
Battery level l4199 — ]
L e [2015-04-25 09:11 J
Company I Safe Home v ]
Site I v I
Fosiit [52.2267N 21.1567E )
Position timestamp I2019_04_25 09:11 ]
Phone number I ]
Assignable to guard I No v I
Enter/Exit work mode I No v ]
Dynamically assignable to site I No v ]

{ 1-30f 3 ] l Apply “ Save “ Cancel I

Every device has the following properties:

- Name - device name. When the device is assigned by the administrator to an organization (a tenant
of the ActiveView), it gets a name in the following form: <type>; <serial number>; <date and
time>

- Type - device type.

- Serial No - device serial number. The pair “type - serial number” is always unique.

- Connection status - the channel the device is using to connect to the ActiveView. One of the
following:

- Ethernet/ GPRS
= SMS
= Disconnected

- Signal strength - signal strength of the GSM network. The “?” stands for one of the following:

= the device is disconnected;
= the device does not send status information;
- status information is out of date.

- Battery level - battery level of the device. The “?” has the same meaning as for signal strength.

- Last update - date and time when the device sent a status information for the last time. The “?”
means one of the following:

- the device is disconnected;
- the device does not send status information.

- Company - the company the device is linked to.

- Site - the site this device is linked to.

- Position [ActiveTrack only] - shows the current position (latitude and longitude) of the device
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(dimmed when the status is out of date). Clicking it opens a new panel with a map (see below).

- Position timestamp [ActiveTrack only] - date and time when the device sent its position for the
last time.

- Phone number - phone number of the device, displayed in alarm details.

- Assignable to a guard - if set to “Yes”, the device can be linked to a guard. You can choose the
guard manually or you can read a guard’s identifier with it (a special tag assigned to the guard) and
it will be linked automatically.

- Guard [available if Assignable to a guard is set to Yes] - linked guard’s name.

- Enter/Exit work mode - if set to Yes, the device can operate in Enter work mode and Exit work
mode. These modes are changed by reading appropriate tags (see Tags for details). If set to No,
reading those special tags has no effect.

- Work mode [available if Enter/Exit work mode is set to Yes] - the current enter/exit work mode.

- Dynamically assignable to site - if set to Yes, reading a checkpoint will automatically link this
device to the company and site the checkpoint is connected with.

Active Track Mobile

Active Track Mobile (AT Mobile) application is a universal and intuitive mobile application designed to
work with smartphones with Android operating system, version at least 6.0. This product is perfect
where no water resistance, shock or damage resistance is required from equipment. It is an
alternative mobile solution for standard Active Track devices. As different smartphones offer various
hardware functions/options, the AT Mobile app enables only those functions that are supported on the
specific smartphone.

The AT Mobile application, together with the Active View platform and the OSM.Server receiver, is a
tool for sending, receiving and real-time recording of events from the performed actions, such as:

- sending a PANIC alarm,

- sending a report with a comment and photograph,
- QR code reading,

- NFC tag reading,

- sending information with current GPS position,

- device standstill (Mandown function).

Using Active View, you can:

- register the device on which the AT Mobile application is located,
- configure AT Mobile application settings:
= define phone numbers that will appear in the application after pressing the handset icon
(“Manager's phone number” item),
- set the frequency of sending GPS position (“GPS interval” item),
- specify the frequency of checking the device's standstill (“Mandown interval” item
= enable/disable the shock function (“Enable shock” item);

AT Mobile application status and modes
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As previously mentioned, it is necessary to connect the device to Osm.Server for the application to
work correctly. The status “Online”/”Offline” indicates that the device is connected
correctly/incorrectly. “Standby”/”On Patrol” application modes are related to the operation/shutdown
of functions recording the behaviour of a smartphone. “On Patrol” mode means the effective working
time during which the device is monitored. In this mode, the option to periodically report GPS location,
monitor the device's standstill and rapid movement/impact is active.

AT Mobile Features

- Triggering the “Panic” alarm - sends the “Panic” message to request support for a security guard.
Available in “Standby”/”On Patrol” modes.

- Location sharing function sends the current position of the device. Available in “Standby”/”On Patrol”
modes.

- QR code read - enables the user to scan a QR code tag. Available in “Standby”/”On Patrol” modes.

- NFC code read - enables the user to scan a NFC code tag. Available in “Standby”/”On Patrol” modes.

- Making an emergency call to the phone numbers previously defined in ActiveView. Available in
“Standby”/”"On Patrol” modes.

- Sending a text report with a photograph to ActiveView. Several report types are available for
selection, indicating the reason for the report being sent. Moreover, it is possible to take a
photograph directly from the app or add a photograph in the smartphone's memory. Available in
both “Standby”/“On Patrol” modes.

- Temporary location sharing function allows to send the current device position in a regular manner.
Available only in the “On Patrol” mode

- Non-activity monitoring (Mandown) - monitors the non-activity of the device. It the device remains
motionless for longer than defined, the function sends a signal. Available only in the “On Patrol”
mode.

Device enrolment

An AV user with adminstration rights can add a new device in the following tab: “Administration”-
“Devices” »“Create device”. A new device will appear in the list on the left, while a new window with
an automatically created profile of a given device will appear on the right.

Set the available options as follows:

- Add phone numbers - define the list of phone numbers that will be available in the AT Mobile
application when trying to make an emergency call;

- Configuration - Generating QR code for device registration (see description below);

- GPS interval - defines how often (in seconds) the position of the device in the “On Patrol” mode
should be sent;

- Mandown interval; - setting the time after which the device is stopped to send such information to
ActiveView;

- Manager's phone number - define the list of phone numbers that will be available in the AT Mobile
application when trying to make an emergency call;

- Enable shock - Activates/disables the monitoring of sudden shocks and falls.

To register a device correctly (in this case a smartphone), click on “Generate link for configuration” in
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the Configuration field

. The QR code will appear on the screen and below the configuration code link.

@000

5 O3 % 5 y = x
o devices create mobileractive
Name Type o Serisl Device ID: 1 E_I : i i -
Ser [atm-18850918 |
2020-09-16 22:36:27; atm; 11918752  |atm | 11318752 SEEEE o e [add phone numbers |
1&;;;&;_?10-@-01 07:04:21; stm; atm 14336837 Configuration [Gen arate link for configuration I I
2020-10-02 09:35:23; stm: 18624316  |stm | 18524318 GPS Interval [ED I
2020-10-1% 09:53:04; stm: 18850918  |astm | 18850918 Man down interval
2020-08-30 10:24:53; stm; 33485621 |atm | 3348582 [ = I
Enable shack

Senenyn2020-08-07 07.48:51; atm; P | — [ No “ I
Wiodek; atm; 35554470 stm | 38834470
2020-09-14 07:11:04; stm; BO26150%  |stm | 50261900

[Create devioel

[ Remaove l

In order to register a device in the AT Mobile application (after downloading from the Google Play
Store and starting it), select Settings from the main screen (item 1) , then Register device (item 2),
and then scan the QR number from Active View (item 3.1) or paste a link with the configuration code
(item 3.2). When finished, click Accept button.
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& EBS Settings &er & Setting

This device is not registered. T

To register device select:
Settings » Register Device

and follow on screen instructions.

Connection status

2

@ Register device
Language
) @ User manual

% Terms of use

@ About

< Device registration
1 3.1

Scan QR registration code

<«— 3.2
< 4

Accept

The device connection status depends on the last event sent by the device. The rules are as follows:

- the device sent any event other than SMS_RECEIVED, DISCONNECT, STILL_DISCONNECTED and
TIMEOUT - status changes to GPRS;

- the device sent an SMS_RECEIVED event - status changes to SMS (text messages);

- the device sent a DISCONNECT, STILL_DISCONNECTED or TIMEOUT event - status changes to

Disconnected;

- the device has not sent any events over a period defined by the administrator (e.g. for five minutes)
- status changes to Disconnected.

Device on a map

Clicking on the position option on an ActiveTrack details panel opens a new panel with a map showing

the current location of the device.
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Above the map there is a date range filter. Choose appropriate dates and click the > button to view
the device’s trace from the chosen date range.

The trace is limited to number of nodes set in the user settings (the default is 100; see User settings
for details). If there are more locations of the device recorded, they are filtered evenly. If you need
more precision, try narrowing down the date range.

You can click on a node to see some details, like time and date, exact position, speed, etc.

Sending commands

You can select one or more devices and send a command to them. To do this, use Send command via
OSM from the context menu or from the tools menu.

NOTE: OSM is a special software ActiveView uses to communicate with devices. List of commands
find in device manual. The commands use without service code infront.
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-~ ok ey et
E] devices
Name Type 4 Serial

No

2019-04-11 06:45:07; at; 0200063 0200063
2015-04-19 10:48:20; at; 0262520 at 0262520
2015-03-07 08:58:54; at; 0309100 at 0305100
[ 1-30f 3 ]

E] Send commandad

Target devices:

x

2019-04-11 06:45:07; at; 0200063

Command to send:

0OSM answer:

Send | Close |

The Send command panel contains the following elements:

- Target device list - list of devices which the command will be sent to.
- Command to send - this text will be sent to the devices as a command when you choose the Send

option.

- OSM answer - answers from devices which OSM sent to ActiveView. If you close the panel before
these answers arrive, you will not be able to see them (the answers will be lost).

Removing a device

Removing a device does not affect past events or alarms. They are still available unchanged in the
alarms browser and in the reports.

NOTE: You cannot open the details of a deleted device, so it is impossible to see its past trace from
there. Events and alarms report, however, has an option to show events on a map. See Events and

alarms report for details.
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Employees

A company in ActiveView has a list of employees. Combined with employee identifiers and
ActiveGuard devices, it can be used to keep track of employees’ work time.

There are two ways in which you can open an employee list:

- select Management -» Employees in the main menu to open a complete employee list (i.e. a list of
employees of all companies);
- click Employees on the company details panel to open the company’s employee list.

In both lists, you can create a new employee and edit or remove an existing one.

® x O&x ® %
@ Company: amployee
Name ISafe Home ] [a personal 1d | Title [Mr ]
Address 10 Downing St, London fiame) lR\chard Wilson ]
Position ’ o)
Details ‘ Details
Labels key: value (one label per line) phionelnumbery [4321557390 ]
Phone number (secondary) l ]
Sites Il o] E-mail l ]
Devices ll o] EEmrEy lsafe Home ]
Employees l2 o] Personal Id lRW ] '
'
COmEES [1 o] Nl lDeﬁne fingerprint template o]
N
[ Awoy [ save | cancel | [ 120f2 ] [ ooty | save || cance |

Every employee has the following properties:

- Title

- Name - employee name. It has to be unique within the employee’s company.

- Position

- Details

- Phone number

- Phone number (secondary)

- E-mail

- Company - the employee’s company. It is set when the employee is created and cannot be changed
later.

- Personal Id

- Identifiers - employee’s identifiers (e.g. employee badge or fingerprint template)

After you have created an employee, you can assign an employee identifier. See Tags or FPX-finger
print for details.
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Removing an employee

Removing an employee does not affect past events. They are still available unchanged in the alarm
browser and in the reports.
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Guards

In ActiveView, devices can be linked to guards. This allows keeping track of guard activity, especially
patrols.

To open the guard list, select Management - Guards in the main menu.

You can create a new guard and edit or remove an existing one.

O 4 % ® x
gl b= a1 1L r
E] :/| T dJ _[_‘ - E] :ﬂJ _’_ dJ _[_‘ —

A Name Title | Md |

Name
Christopher Roberts ICharIes Evans ]
Joseph Thomas T [Senior guard 0]

Thomas Johnson Details
Phone number l4321567890 ]
Phone number (secondary) l ]
E-mail l ]
Device ID o]
[ 1-4 of 4 ] l Create I [ Remove I l Apply “ Save “ Cancel l

Every guard has the following properties:

- Title

- Name - a unique guard name.

- Position

- Details

- Phone number

- Phone number (secondary)

- E-mail

- Devices - displays the number of devices linked to this guard. Clicking it opens a new panel with a
list of these devices.

You can link a device to a guard in the device details. See Devices for details.

Removing a guard
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Removing a guard does not affect past events or alarms. They are still available unchanged in the
alarms browser and in the reports.
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Instructions

A site in ActiveView has a list of instructions. Instructions can be used to provide operator with
information on how to react in various situations (e.g. PANIC event or missed patrol).

You can access instructions list from site details panel - just click Instructions button.

@ Site

Name

Address

Details

Time zone

Company

Devices

Routes

Instructions.

Contacts

Notifications

Remove

® x - - : - O%x
NS CTIOns
0ld Trafford 4 Name

Sir Matt Busby Way, Manchester

I (UTC+2) Europe/Zurich v I

I Safe Home ]

[o

©

[o

©)

[1

©

[x

)

[s

©

[ Apply ][ Save ][ Cancel ]

6.« 08

| - i = x
Jplrtieefeir]

Name

lIn case of PANIQ

Contents

1In case of PANIC event, call your supervisior immediately

Remove

[ Apply ][ Save ][ Cancel ]

Every instruction has two properties:

. Title, which summarizes instruction contents,
. Contents, instruction itself.
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Administration

ActiveView can be customized by the user to match the needs of his or her organization better.
Customization options are grouped in the Administration section of the application. To open it, choose
Administration from the main menu.

~ACIEY - #= |
.,

duliliiimmioviduiorn

Users

E-maill on alarm

Text msg on alarm

Retransmission

Export/Tmport

E-mail configuration

Alarm configuration

0O5M events configuration

Internal events configuration

Public holiday calendar

Reports configuration

[ol|el]|(e]|(%)| )|t )| [w){[> )35 18] -

Reminders

The administration options are divided into the following categories:

- Users

- E-mail on alarm

- Text message on alarm

- Retransmission

- Export/Import

- E-mail configuration

- Alarm configuration

- OSM events configuration
- Internal events configuration
- Public holiday calendar

- Raports configuration
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- Reminders
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Users

Every person that uses Active View online platform needs to have an authorized account profile with
login name and specified password. There is a different levels of access to that platform.

To open the application user list, select Administration - Users from the main menu.

You can create a new user and edit or remove an existing one.
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USers

O X

A User name Login Role
Chiarles Davis Charles@!flu [LELELTT
Jan Kowalski jan.kowalski@fku Manager
testl testl@!fku User
testowvryuser testovryuserg ! fhu User

00+ 08

Types of users

There are three types of users:
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- Manager,
. User,
- End User.

Manager

A Manager has access to all ActiveView functionalities (except administration on the server side).

Example: Security company ARC manager or office manager.

User

A User’s responsibility is to process alarms. This type of user has access to:

- Alarms section,
- Reports section, without periodic alarms.

Example: Security company operator working at ARC.

End user

An End user represents someone who has contracted the security agency to protect his/her company.

This type of user always has a company assigned. He/she can have access to all or some of the
company'’s sites. He/she is allowed to view events and alarms only from these sites and from devices
linked to them.

An End User can view (but not modify in any way):

- alarms - he/she can browse and search for alarms, but cannot open alarm details or perform any
action on an alarm;

- reports - he/she can generate reports on demand, but cannot view or configure periodic reports;

- the company that is assigned to him/her (with additional details, like contacts);

- employees of the company;

- sites he/she has access to (with additional details, like contacts);

- routes for these sites;

- devices linked to these sites.

Example: Employee of the customer that is authorized to control security company and the services
they provide with our equipment.

User details
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Every user has the following properties:

- Login - blank characters and the @ (at) character are not allowed.

- Name

- Password - to avoid errors, it has to be entered twice when a user is created.

- Role - type of user.

- Company [available if Role is set to End user] - a company assigned to the user.

- Sites [available if Role is set to End user] - a list of the company’s sites (down arrow opens the list,
“check” button selects all, X button clears selection); the end user has access to those which are
selected.

- Visible events [available if Role is set to End user] - a list of all events and alarms (down arrow
opens the list, “check” button selects all, X button clears selection); the end user sees only those
which are selected.

NOTE: When a user logs in to the application, he/she must use his/her login and a code of the
organization he/she works for, separated with the @ character. For example, a user called John who
works for EBS should log in as john@ebs.

GROUPADMINg

This role is able to
manage
his group of Tenants

QS activeview

Site 1

COMPANY 1

Site 2 Site 3

COMPANY 2 COMPANY 3
:\\ /

TENANT

e
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E-mail on alarm

ActiveView can send an e-mail whenever it detects an alarm. To configure this feature, select
Administration - E-mail on alarm from the main menu.
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A ail on| alz '
< j—___:JJJ I diaiimn
E-mail notification on v
Recipients
susan.homesafe.com
Subject Alarm
Alarm detected!
Details:
z
¥ Alarm type ¥ Detection date ¥ Device
¥ Route ¥ Company ¥ Company address
! Site | Site address
! Failed checkpoint name
‘ Apply || Save ” Cancel |

In the e-mail on alarm configuration, you can change the following settings:

- E-mail notification - decides if e-mail notifications are sent (on) or not (off).

- Recipients - recipients’ e-mail addresses, separated by commas.

- Subject - the subject of e-mails which will be sent.

- Heading (a text box without a label) - fixed text put at the beginning of e-mails which will be sent.
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- Contents (a series of checkboxes) - you can choose which pieces of information about the alarm the
e-mail will contain. Not all information types apply to every alarm, e.g. there is no route name for a
Panic alarm. If you select detection date, then it will be expressed in site time zone, if the alarm
comes from a particular site, or server time zone, if it doesn't (i.e. comes from a device not linked to
a site).

NOTE: In the alarm list, alarms are combined (grouped) together (one group per site). This is not the
case with e-mail notifications. An e-mail is sent for every new alarm irrespective of the site it comes
from.
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Text message on alarm

ActiveView can send a text message whenever it detects an alarm. To configure this feature, select
Administration - Text msg on alarm in the main menu.

g
e 5 #fic o
Text miessspe notification [u" = ]
Faeciplents | Pr—— ]
Heading l-ﬁr_#la..m ]
# Alarm bype Defection date Dhewice
Route + Company Company address

o S + Site S0dress
' Falled checkpoint naimae

| Apphy I| Save " Cancel I

In the Text msg on alarm configuration, you can change the following settings:

- Text message notification - decides if text message notifications are sent (on) or not (off).

- Recipients - recipients’ phone numbers, separated by commas.

- Heading - fixed text put at the beginning of text messages which will be sent.

- Contents (a series of checkboxes) - you can choose which pieces of information about the alarm the
text message will contain. Not all information types apply to every alarm, e.g. there is no route
name for a Panic alarm.

If the message that is generated exceeds 160 characters, it is divided and sent in as many text
messages as needed.

Besides recipients set in the Text msg on alarm configuration, notification text messages are sent to
site contacts (if text message notifications are turned on). More specifically, if:

- an alarm occurs from a site, and
- a contact person is linked to this site, and
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- the contact person has sending text message notifications turned on for any of his or her phone
numbers,

then a text message notification is sent to that number (or numbers).

NOTE: In the alarm list, alarms are combined (grouped) together (one group per site). This is not the
case with text message notifications. A text message is sent for every new alarm irrespective of the
site it comes from.

SMS notification are for devices added to company and site.

If you want recive SMS notification for choosen sites. Please add contact to company, set up a SMS
notification (chceckbox).

@ % . . x
company: company contacts

(LF]

Name

| safe Home J Contact manager o0
Address 10 Downing St, London
Details [ 1 1234567890 (0 m)
| o]
Labels key value (one label per line) { J wl@xyz com }
Sites 0 ol [ ]
L o | |
Employees o ol
Contacts Il 0]

l Apply “ Save “ Cancel I

Contact add to site.
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'
Name [ Old Trafford ] Company contacts © | Site contacts <X~X~]
Address Sir Matt Busby Way, Manchester ’ -
Sy [Safe Home OI
Contacts [1 ol
L v
[ Apply ” Save " Cancel I

Choose which notification you need for site.
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5 (O 4 o o x

l Old Trafford l Alarm type Text message

PANIC L4

Name

Address Sir Matt Busby Way, Manchester

CALLME L4

TILT__ L4

Details ‘ REMINDER v

MANDOWN L4

Time zone

I (UTC+2) Europe/Zurich v I

SAB

Company

lSafeHome OI
x )
E 0]

TIMEOUT

Contacts

PATROLFAILED

Notifications

FAILED_TO_START

SMS_DELIVERY_FAILURE

ALARM1

ALARMZ

ALARM3

ALARM4

ALARMS

ALARMG

ALARMT

ALARMSE

ALARMS

ALARMI1D

l Apply " Save " Cancel I

NOTE: SMS notification works only when account have dedicated device for sending notification
(transponder). To activate it please contact system administrator and supply information about
account name and serial number of device to be used as transponder.
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Retransmission

Retransmission - retransmission of telecommunication packets that have been damaged or lost. This
is the basic mechanism used by communication protocols to ensure reliable communication. Protocols
that ensure reliable communication in such networks use retransmission of missing and/or damaged
packets to ensure reliability.

ActiveView can retransmit events and alarms using the Surguard protocol. Surguard messages are
sent through a dedicated device. Client software which understands the Surguard protocol should be
connected to the device. If you want to start using this functionality, contact your ActiveView
administrator. Retransmission can be enabled for devices ex20.

Retransmission configuration allows you to set parameters used in Surguard messages. To open it,
select Administration - Retransmission from the main menu.
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o | S O x
AEetansinission
Retransmission enabled Off v
Receiver number 9999
Device number
Device type
A Name Qualifier | Code Zone Enabled
ACC_CHARGING E 000 99999 N
ALARM1 E 00O 99999 M
ALARMI1O E 000 99999 N
ALARMI11 E 00O 99999 M
ALARM12 E 000 99999 N
ALARMI3Z E 00O 99999 M
ALARM14 E 000 99999 N
AL ARMI1S E 00O 99999 M
ALARMI1G E 000 99999 N
ALARM1T E 00O 99999 M
ALARMIB E 000 99999 N
AL ARMIS E 00O 99999 M
ALARMZ E 000 99999 N
ALARMZ0 E 00O 99999 M
ALARMS3 E 000 99999 N
ALARM4 E 00O 99999 M
-
‘ Apply || Save ” Cancel

Retransmission configuration

Retransmission configuration panel contains the following elements:
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- Retransmission enabled - decides if retransmission is on or off.
- Receiver number - a four-digit number. A constant part of every Surguard message (see below).
- Device number - serial number of the device used by ActiveView to send Surguard messages
(read only, defined by the administrator).
- Device type - type of the device used by ActiveView to send Surguard messages (read only,
defined by the administrator).
- events/alarms list - a list containing all possible events and alarms. It comprises the following
columns:
- Name - event/alarm name.
- Qualifier - event/alarm retransmission qualifier (for usage see below).
- Code - event/alarm retransmission code (for usage see below).
= Zone - zone assigned to event/alarm (for usage see below).
- Enabled - if ticked the event/alarm is retransmitted.

Surguard messages

Surguard (Contact ID) messages sent by ActiveView have the following form:
5RRLLS18AAAAQXXXYYZZZ

The RRLL part is event/alarm-independent. It is the receiver number set in the retransmission
configuration.

The meanings of other parts depend on the type of the event/alarm:

- patrol start/end:
= AAAA - retransmission code of the site
= QXXX - qualifier and code of the event (see above)
© YYZZZ - retransmission code of the route
- checkpoint passed:
- AAAA - retransmission code of the site
= QXXX - qualifier and code of the event (see above)
= YYZZZ - retransmission code of the checkpoint
- patrol failed, simple route:
- AAAA - retransmission code of the site
= QXXX - qualifier and code of the alarm (see above)
© YYZZZ - retransmission code of the route
- patrol failed, advanced route:
= AAAA - retransmission code of the site
= QXXX - qualifier and code of the alarm (see above)
© YYZZZ - retransmission code of the route
- alarm/event from a device linked to a site:
- AAAA - retransmission code of the site
- QXXX - qualifier and code of the event/alarm (see above)
- YYZZZ - retransmission code of the device
- alarm/event from a device not linked to a site:
o AAAA - 4 last digits of retransmission code of the device
o QXXX - qualifier and code of the event/alarm (see above)
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o YYZZZ - retransmission code of the device
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Export/Import

ActiveView can export and import data in an XML format.
Data stored by ActiveView can by divided into two categories:

- Management data, such as companies, sites, devices, etc. These data are relatively constant and of
small volume. Imort of those data is idempotent. It means that import of existing that casue that no
changes will happen.

- Events received from devices and generated by the application. These data, on the other hand,
grow in time (the more devices are connected to the application, the faster they grow). Import of
those data isn't idempotent. If you want to re-import event you need to remove the existing one or
event will be duplicated.

You can export and import these two types of data separately.

To export/import data, select Administration - Export/Import in the main menu.
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95/119
. x
— - LoVal = / \ \ -
EXPOLL/AMPOLt
TEET T Select file...
Fail on error Yes v

Import management data

Export management data

Import file Select file...
Import event data
Date range | ‘ -
Export event data
Export and remove event data
Export employees
Import file

Select file...

Import employees

The Export/import panel contains the following elements:

- Import management data section:

- Import file - opens a dialog box where the user can choose the file to be imported.
= Fail on error - No means ActiveView will skip data with errors and continue importing the file.
Yes means no data will be imported if there are any errors.

ActiveView wiki - https://active-view.eu/



Last update: 11:17 20.06.2013 wiki:ebook https://active-view.eu/doku.php?id=wiki:ebook

- Import management data - starts the import process.
- Export management data section:

- Export management data - starts the process of exporting the management data. After it is

complete, the user can store the file.
- Import events data section:

- Import file - opens a dialog box where the user can choose the file to be imported.

- Import event data - starts the import process. After it is complete, imported events are
available in reports (but not in the alarm list).

- Export events data section:

- Date range - range of detection dates of events to be exported. Notice that the resulting file can
be very large if you choose a long time span.

- Export event data - starts the process of exporting the event data. After it is complete, the
user can store the file.

- Export end remove event data - starts the process of exporting the event data and removing
them from all reports (the alarm list is not affected). After it is complete, the user can store the
file.

- Export employees data section:

- Export employees - starts the process of exporting the employee data. After it is complete, the
user can store the file.

- Import employees data section:

- Import employees - opens a dialog box where the user can choose the file to be imported.
After it is complete, data are available in Employee tab (in Management section).

Management data import errors

The exported management data file contains companies, sites, routes and so on. Importing such a file
is equivalent to creating all these entities using the user interface. This means that the same data
validation rules are applied. If an entity complies with these rules, it is created. If it does not (an error
occurs), it is skipped (with all its child entities) or the whole import process is cancelled (depending on
the user’s choice).
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E-mail configuration

ActiveView uses an external e-mail server to send e-mails (periodic reports and e-mail alarm
notifications). To change e-mail server configuration, select Administration - E-mail configuration in

the main menu.

ActiveView wiki - https://active-view.eu/
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SSL Off v
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Isername
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Send test e-mail
‘ Apply ” Save || Cancel |

You can test your configuration by sending a test e-mail (Send test e-mail option).

https://active-view.eu/
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Alarm configuration

You can change alarm priorities and display names in the alarm configuration. To open it, select
Administration - Alarm configuration in the main menu.
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N alarmiconfiguration
Type & Priority Display name |
PANIC 10 PANIC
CALLME 20 CALLME
REMINDER 30 REMIMDER
TILT 40 TILT__
MANDOWN 50 MANDOWN
SAB 1H SAB
TIMEQUT 70 TIMEOUT
PATROLFAILED &0 PATROLFAILED
FAILED_TO_START 90 FAILED _TO_START
SM5_DELIVERY_FAILURE 100 5M5_DELIVERY_FAILURE
ALARMI 110 ALARMI
ALARM2Z 120 ALARMZ
ALARMS 130 ALARMS
ALARMA 140 ALARMA
ALARMS 150 ALARMS
ALARME 150 ALARMES
ALARMT 170 ALARMY
ALARME 150 ALARMSE
ALARMS 150 ALARMS
ALARMILO 200 ALARMIO
-
‘ Save || Cancel |

On the alarm configuration panel, there is a list with all possible alarm types. For each alarm type,
you can set a priority (lower means “more important”) and a name which is used in the rest of the
application.

Alarm priority settings affect the order of alarms in the alarm list and the alarm displayed as the most
important of a group (of alarms from one site). See Alarms for details.
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Among other things, you can change display names to translate alarm names into your language.
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OSM events configuration

ActiveView communicates with devices using special software called OSM. OSM uses its own names
for event types. You can map those OSM event types to different reactions of the system and name
them in a way easier for you to understand.

Event types

There are two main categories of events from devices:

- Plain - ActiveView does not understand them. The events are listed in the application, but not
processed in any way.
- Other - ActiveView performs different actions when it receives the events.

ActiveView performs the following types of actions in response to Other events, depending on the
event role:

- READ - records, that a TAG has been read (see Tags and Routes for details on TAGs usage);

- DISCONNECT - changes device connection status to disconnected (see Devices for details);

- SMS_RECEIVED - changes device connection status to SMS (see Devices for details);

- TEST, LOCATION - records, that a test or location message has been received (these types of events
differ from plain events in that they are not visible in reports);

- ALARM - informs users about the alarm (see Alarms for details).

Event configuration

To change events types and names, select Administration - OSM events configuration in the main
menu.
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oSt € iSiconfiguration
Accept unknown events Yes - I
Table actions: e ° o
A Name in OSM Device type Name Role Alarm type Delete
ACC_CHARGING ACC_CHARGING PLAIN v
CALLME CALLME ALARM CALLME v
CHARGER CHARGER PLAIN v
CHARGER_END CHARGER_END PLAIN v
CHARGING_END CHARGING_END PLAIN v
CLIP CLIP ALARM PANIC v
CLOCK_ADIUST CLOCK_ADIUST PLAIN ¥
CODE_ENTRY CODE_ENTRY READ v
COMMAND_SENT COMMAND_SENT PLAIN v
CONFIG_CHANGED CONFIG_CHANGED PLAIN v
CONN COMN PLAIN v
CONMECTING CONNECTING PLAIN v
CONMECTIONS_LIMIT_EXCEEDED CONNECTIONS_LIMIT_EXCEEDED PLAIN v
DATA_LIMIT_EXCEEDED DATA_LIMIT_EXCEEDED PLAIN v
DISC DISC DISCONNECT v
FIFO_ERROR FIFO_ERROR PLAIN v
FIFO_FLUSHED FIFO_FLUSHED PLAIN v
FIFO_FULL FIFO_FULL PLAIN v .
l Apply " Save ” Cancel I

On the OSM events configuration panel there is a list of mapped events. The list has the following

columns:

- Name in OSM - name of the event sent by the OSM.

unique.

Device type - type of the device which sent the event. The pair name in OSM - device type must be

- Name - the name ActiveView will use for the event identified by name in OSM and device type. If
device type is empty, the name is used for all events with the corresponding name in OSM

(whatever the device type).
- Role - the event role ActiveView assigns to the event identified by name in OSM and device type
(see Event types above).
Alarm type [applicable if Role is set to ALARM] - the type of the alarm, that will be caused the event
identified by name in OSM and device type.
- Delete - clicking it deletes the record.

Above the list, there are the following table actions:

- down arrow - scrolls the list to the last record;
- up arrow - scrolls the list to the first record;
- plus sign - adds a new record.
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Above the list and the table actions, there is the Accept unknown events option. If set to No,

ActiveView will ignore events with name in OSM and device type not mapped in the event
configuration. If set to Yes, ActiveView will treat unknown events the same as plain events.

Printed on 12:56 18.12.2020

https://active-view.eu/



12:56 18.12.2020 105/119 full_manual_en

Internal events configuration

Besides events from devices, ActiveView processes events, which it generates itself, e.g. start of a
patrol or addition of a comment to an alarm. Names of the events can be changed in the internal
events configuration. To open it, select Administration - Internal events configuration in the main

menu.
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Type

Display name

ALARM_GROUP_CREATED

ALARM_GROUP_CREATED

ALARM_GROUP_ACK

ALARM_GROUP_ACK

ALARM_GROUP_PROCESSED

ALARM_GROUP_PROCESSED

ALARM_GROUP_RELEASED

ALARM_GROUP_RELEASED

ALARM_GROUP_REMINDER_EXTEMNDEL

ALARM_GROUP_REMIMDER_EXTEMDED

ALARM_GROUP_REMINDER_SET

ALARM_GROUP_REMIMDER_SET

COMMENT_ADDED

COMMENT_ADDED

PATROL_STARTED

PATROL_STARTED

TAG_COMPLETED

TAG_COMPLETED

PATROL_FINISHED

PATROL_FINISHED

TAG_MISSED

TAG_MISSED

PATROL_INCOMPLETE

PATROL_INCOMPLETE

WORKER_ENTER

WORKER_ENTER

WORKER_EXIT

WORKER_EXIT

QOBIECT_ASSIGNED

OBIECT_ASSIGNED

QOBJECT_UMASSIGNED

COMMUNICATION_FAILURE

OBIECT_UNASSIGNED

COMMUNICATION_FAILURE

‘ Save ” Cancel I

On the internal events configuration panel, there is a list with all possible internal events. For each
event type, you can set a name which is used in the rest of the application.
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User menu

In the top right corner, there is the user menu available (click on your user name to open it).

’Charle5 Davis ll

[chnut

Change password

Settings

There are the following options in the user menu:

- Logout - logs the user out of the application.
- Change password - allows the current user to change his/her password.
- Settings - opens a panel with the current user’s settings.

User settings

The user settings affect the look and feel of the application.

ActiveView wiki - https://active-view.eu/
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Browser settings (cookies)
Language English v
Skin (graphical theme) Light gray and white Y
Animation effects

on r
Table record open Double dlick v
Mumber of rows per table page 0
Maximum number of points on
. . 100
tracking view
Default period of device position 60
history on map view [min]
User settings
Default CSV separator | Comma v
Time zone | Automatic detection v
‘ Apply ” Save ” Cancel |

There are two types of those settings:

- Browser settings are stored in the browser (i.e. not on the server). This means they do not follow the
user when he/she changes computers. You can, for example, have different settings on a laptop and
on a tablet.

- User settings are stored on the server and follow the user. This means that the user has the same
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settings on every device he/she uses to log in to the application.
There are the following user settings:

- Language [stored in the browser] - the language of the user interface.

- Skin (graphical theme) [stored in the browser] - set of colours, icons, etc. used by the user interface.

- Animation effects [stored in the browser] - if turned on, panels slide smoothly, fade in and out, etc.

- Table record open [stored in the browser] - affects the way the details of items in lists are opened:
with a single or a double click on an item.

- Number of rows per table page [stored in the browser] - the number of rows displayed on a single
page of a paged list (table). This setting allows the adjustment of list panels to screen height.

- Maximum number of points on tracking view [stored in the browser] - the maximum number of
nodes of a device trace, shown on a map. See Devices for details. This setting allows the adjustment
of trace accuracy to browser performance.

- Default CSV separator [stored on the server] - the default separator character used in CSV files
generated by the application.

- Time zone [stored on the server] - the time zone used to present time in the application. It affects
alarm list, event list, reports and route definitions.
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Working with FPX in ActiveView system

FPX device recognizes only fingerprint if its template is saved in the device. Active View application
simplifies registration of fingerprint templates into the FPX device and manage linking up employee
with his fingerprint templates and RFID cards. Fingerprint, after registration of its new template, will
be automatically assigned to the employee if employee has set up “Personal ID” in the employee's

record stored in AV.

Creating a fingerprint for the employee

In order to define employee's fingerprint template, designated FPX device must be online. The first
step in defining a new fingerprint template is setup the device to be in recording mode (device will be
initialized to record a new fingerprint template). This can be done in the AV application in two ways -
from the list of employees or from the employee settings panel. Both ways are described below. For
each employee many finger prints and RFID cards may be registered.

Sending the command to define fingerprint template from
the list of employees
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@:_ : 0o x

& Mama Company Personal Id

andrze] Kewalewski Moja_firma 5

Define fingerprint termplate

Starasiam Mow 1

Export all employees to CSW

[ 1-3of 3 J Create '

In order to create employee's fingerprint template select one of them and in the list and right click on
the employee or click the cog in the right corner. A contextual menu will be displayed. Click Define
fingerprint template item then fingerprint template form will be displayed. It contains the following
fields:

- Device - with the list of company's devices. If employee is not assigned to any company or if none
of devices is assigned to his company, the list will be empty.

- Personal Id

- OSM answer frame

The following buttons are available at the bottom of form: Send and Close. Clicking Send button,
initializes the FPX device. After sending the message, the answer will be displayed in the OSM answer
frame. Message example:

Device: FPX: 0262520 Status: SEND Result: FPXNEWTEMPLATE:EOK,id223,70

If during sending the message an error occurs, then appropriate error message will be displayed.
Finally you can close form by clicking Close button or register another finger for the same employee.

ActiveView wiki - https://active-view.eu/
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Device: 2019-04-19 10:48:20; at; 0262520 Status: SEND Result:
FPENEWTEMPLATE : EQK, 4 70

[_ < 1-3 of 3 % _] Create | Send I| Close I

Sending the command to define fingerprint template from
the employee panel

You can also initialize the FPX device from the employee panel. Open the record of the particular
employee. Click the field labeled Identifiers (it contains inscription Define fingerprint template). After
that, fingerprint template form will be displayed. Further steps have been described above
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Add fingerprint template on FPX device

Initialized FPX device confirms its readiness by BEEP sound. The employee, for whom you want to
define a fingerprint template, should put the finger to the scanner. In the given example, the
employee has 70 seconds to scan his finger. After applying a finger to a scanner, two LEDs: the green
one (OK) and the red one (READ), will start blinking rapidly. When the fingerprint has been read and
approved, the device makes 3 short beeps, along with flashing green led (OK), to confirm that the
fingerprint has been added correctly.

When fingerprint is not recognized correctly, the red led will light up and the device makes a single
long BEEP. Then you should repeat the steps described above, starting with a initializing of FPX device.
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To verify whether the fingerprint template has been registered in the FPX, open the Events panel and
find an event named NEW_TEMPLATE.
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After receiving the NEW_TEMPLATE event, the new Employee identifier tag is created in the system.
The Personal ID and the fingerprint template ID are extracted from the event data. If there is a worker
with the same personal ID in the system, then the new tag is assigned to him. The fingerprint
template ID is inserted into the RFID field in the tag's properties.
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Code entered on the keypad as employee identifier

FPX device sends the code (typed on the keypad) to AV application. The code can be registered as an
employee identifier or tag of other type. Application can treat received code (according to settings)
the same way as READ event.

Example:
If you would like to send code 14 to application , please type on FPX: 1,4,#

Typing # sign triggers the device to send a code to the server.
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Synchronization fingerprints between devices FPXs

Fingerprint templates of all employees registered in AV records will be collected by AV automatically.

In AV employees should be assigned to any company. Synchronization of the FPX device is done by

uploading to it all templates of employees who belong to the same company as FPX.

Single template can be synchronized up to two hours in case the system is not busy with the mass

synchronization process.

When new device (without templates) is connected to the system, synchronization can take a few

hours, depending on how many templates must be synchronized.

Removing fingerprints templates from devices

Please be aware that removal of particular employee from the employee list in application will reflect

the removal of his fingerprint templates from FPX device.

If you would like to remove all fingerprint templates from particular device, send the command to
device as shown below:

FPXDELETEALL

If the device is assigned to the company where there are employees with registered fingerprints then

these templates will be sent to device again.
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Guard Tour Systems

Many companies aim to provide protection of company facilities on twenty-four hour, seven day per
week basis. They epmloy security officers, whose duty is to provide periodic patrols of the facility in
order to detect suspicious and abnormal actions.

Patrols should be executed according to established procedures. The patrol route should include all
important points of the facility. Depending on the size of the site, there can be several different routes
and each of them can include different areas. Patrols are made at least several times per shift.

Often guards work alone with no supervision. The lack of control can cause that guards remain at
their posts and don'[Jt go on patrol. On some occasions they can skip some points of the tour,
especially if the access to this part is more difficult.

Guard Tour systems help to solve these problems. In general, guard tour systems allows to control
security officers work and forces the performing patrols according to the planned schedule and route.
If guards know that their activities are recorded they are motivated to follow the schedule and make
patrols properly. The system provides a record of all patrol activities, therefore all the activities
deviating from the procedures can be quickly identified. The written record can also be used for
incident investigation and as proof of patrol activities for insurance companies or regulatory agencies.

Electronic Guard Tour Systems

ActiveView Software with cooperating devices is an example of electronic guard tour system.

Electronic guard tour systems are based on use electronic data gathering devices (Active Guard and
Active Track) which are which are carried by the security officers during patrols. An electronic data
gathering device is usually a small hand-held device in the shape of a wand or small PDA with a few
buttons. The patrol route consists of the checkpoints. Those points contains tags that can be read by
the device. During a patrol, the guard visits each checkpoint and scans tag using the device. The
information about meeting checkpoint and time is automatically sent to the system. Therefore the
employer knows that the guard was in the right place at the right time. The guard can also send
notification about any abnormal conditions found during the patrol.

Advantages of Electronic Guard Tour Systems

- Large number of checkpoints possible

- Small size of checkpoint tags, possibility to place them almost anywhere

- Small devices, easy to carry

- Ability to control performing the patrol by the guard, information about visiting checkpoints at the
right time

- Easy identification of missed stops and abnormal patrol activity
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- Ability to send alarm message with information about incident or abnormal conditions found during
patrol

- Automatically created reports, powerful management of reports

- Ability to store data many months or years in databases

ActiveView wiki - https://active-view.eu/



